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About this documentation

About this documentation

Version Date

2.0 2023-12-13

This documentation is part of the "Controller-based Automation" manual collection. It con-
sists of the following sets of documentation:

Documentation type Subject
Product catalogue Controller-based Automation (system overview, sample topologies)
Lenze controllers (product information, technical data)
System manuals Visualisation (system overview/sample topologies)
Communication manuals Bus systems
Online helps e Controller-based Automation EtherCAT®
o Controller-based Automation CANopen®
e Controller-based Automation PROFIBUS®
e Controller-based Automation PROFINET®
Reference manuals Lenze controllers:
Online helps e Controller 3200 C
e Controller c300
e Controller p300
e Controller p500
Software manuals Lenze engineering tools:
Online helps e »PLC Designer« (programming)
o »Engineer« (parameterisation, configuration, diagnostics)
o »VisiWinNET® Smart« (visualisation)
o »Backup & Restore« (backup, restore, update)
Current sets of documentation and software updates with regard to Lenze
products can be found in the Download area at:
A

www.lenze.com

Target group

This documentation is intended for all persons who plan, program and commission a Lenze
automation system on the basis of the Lenze FAST Application Software.


http://www.lenze.com/

About this documentation

Conventions used

Conventions used

This documentation uses the following conventions to distinguish between different types of
information:

Type of information Highlighting Examples/notes

Numeric notation

Decimal separator Point The decimal point is always used.
For example: 1234.56

Hexadecimal number 0Ox For hexadecimal numbers, the "0x" prefix is used.
Example: 0x60F4

Text
Program name » « »PLC Designer« ...
Variable names italics By setting bEnable to TRUE...
Function blocks Bold The L_MC1P_AxisBasicControl function block ...
Function libraries The L_TT1P_TechnologyModules function library...
Source code Font
"Courier new" dwNumerator := 1;
dwDenominator := 1;
Hyperlink underlined Optically highlighted reference to another topic. It is activated with a mouse-
click in this online documentation.
Symbols

Step-by-step instruc- Step-by-step instructions are indicated by a pictograph.

prrrray/es
tions U

Variable names

The conventions used by Lenze for the variable names of Lenze system blocks, function
blocks, and functions are based on the "Hungarian Notation". This notation makes it possible
to identify the most important properties (e.g. the data type) of the corresponding variable by
means of its name, e.g. xAxisEnabled.


DesignSafety_100300.html

System
OPC UA Standard

System

In this chapter you will learn basic information about
e the OPC UA standard,

* the use cases of OPC UA and

e the technical nature of OPC UA.

OPC UA Standard

OPC UA (Open Platform Communications Unified Architecture) is a globally recognized com-
munication framework that is standardized by the IEC 62541 series of standards. It is currently
the most promising standard for the implementation of Industry 4.0 communication in which
machine data can be exchanged regardless of manufacturer and platform.

Of particular importance is the extensibility of OPC UA in the sense of a modeling framework,
so that any industry-specific standards can be derived based on existing OPC UA standards.
The architecture of OPC UA is service-oriented and thus modular and scalable.

With the help of profiles, OPC UA offers different combinations of services for establishing,
securing and managing industrial communication from small embedded systems to PC and
cloud platforms with virtually unlimited resources. OPC UA is represented as a standard by
the OPC Foundation.

*  https://opcfoundation.org/

The Lenze white paper on OPC UA also provides a further overview.
* Lenze Whitepaper

Use cases

OPC UA can be used at all levels of the automation pyramid. With the increasing influence of
Industrie 4.0 approaches, these levels are becoming blurred, and OPC UA is a suitable com-
munication standard to meet this need.

Significantly, there are the following use cases:

e Connection of a machine visualization

e Connection of the machine to MES, SCADA, Cloud and Edge
* Machines to machines communication

* Machines to field devices communication

Transport
OPC UA has two different communication modes.

Client/Server

A client accesses information from the server over a fixed 1:1 connection.


https://opcfoundation.org/
https://www.lenze.com/de-de/loesungen/systeme/unsere-brainware/lenze-whitepaper/#c239995

System

Security

Publisher/Subscriber

A publisher (1) sends information to any number (n) of subscribers without a fixed con-
nection. This type of communication represents a 1:n connection.

Different codes and protocols exist for both types of communication. For better clarification,
it is shown how the technologies basically build on each other or complement each other.

The frequently asked question of whether, MQTT is better suited for an application or OPC UA
is superfluous. OPC UA and MQTT are complementary technologies and not mutually exclus-
ive approaches.

Client / Server Services Publish / Subscribe Model

Binary JSON Binary JSON

Ethernet

Security

Industrial communication is subject to a wide variety of attack scenarios. The attacks occur on
different communication levels. Accordingly, OPC UA by design takes into account several dif-
ferent security aspects to ensure full data and communication security - see also the OPC UA
Specification Part 2.

e Confidentiality and integrity

e Application and user authentication

e Audit capability

Information access

OPC UA makes it possible to represent the data and the behavior of systems, e.g. of a

machine or plant, in information models, which in turn make this information available to

other OPC UA applications via the following basic services:

e Browse/explore information model (browse)

e Read and write the variables depending on the access rights (read/write)

* Subscribe to changes in variable values (subscribe) and events (events), which eliminates
the need to continuously query for new values, and

e Call methods and programs on the server side (methods/programs) to initiate actions dir-
ectly.



System

Information Modeling and Companion Specifications

Information Modeling and Companion Specifications

By means of object-oriented mechanisms, even complicated, multi-layered structures and
their behavior can be clearly mapped and systematically extended.

A simple example of the definition and application of an information model that uses some
essential descriptive elements is that of an intelligent pump. This not only generates a volume
flow, but also measures inline the dynamic viscosity of the fluid in centipoise (cP). In addition,
a maintenance index is used to indicate the need for maintenance. If the viscosity exceeds or
falls below a certain limit, an alarm is automatically signaled.

References, e.g. HasComponent HasTypeDefinition HasSubType other typified references

—Db — e.g. GeneratesEvent—»

Instance-Model Type-Model

TopologyElementType

Ay
A

SerialNumber

Manufacturer J

‘ DeviceType

DynViscosity

(e
| Cliiiiiskias sy’

DeviceManual

The information models shown in the figure show the derivation of the own special pump
type from the general OPC UA type "DeviceType" and the use, i.e. the location, of the pumps
within the address space of the OPC UA Server of an exemplary machine or plant.

OPC UA information models basically consist of nodes and references. References represent
the relationship between two nodes that describe something specific. A distinction is made
between an instance model and a type model, whereby the object-oriented mechanisms such
as inheritance can be used. The following constructs are available for modeling.

Node (NodeClass)

* Object & ObjectType
* Variable & VariableType
* MethodType

10
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Information Modeling and Companion Specifications

References (ReferenceType)

e HierarchicalReferences, e.g.
¢ HasComponent
* HasProperty
e HasSubType
* NonHierarchicalReferences, e.g.
e HasTypeDefinition

The nodes and references required to create the pump's information model in the very simple
example above suggest, that it is neither easy nor efficient to create information models from
scratch.

The following figure shows the logical layers of OPC UA modeling, which -favor a strong reuse
of information models. The information models themselves can be built up in different ways.
Either they are modeled from scratch, or they are built on top of each other.

The basis of many information models is the Information Model for Devices, which is
described in Part100 of the OPC UA Specification. This information model is used by many
Companion Specifications that standardize information models for a specific domain.
Examples are the PLCopen Companion Standard for general IEC applications or the Euromap
for injection molding machines.

Beyond the standard, the resulting information model in the OPC UA Server can still be
enriched with manufacturer-specific models.

Extended Information models

Companion Specifications

information models

Information Models for Devices

Buildin Information Models (Base, Events, Programs, ...)

Data Access (browse, read, write, ...)

basic function

Client
&
Server

Publisher
&
Subscriber

Security

11
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Lenze system overview

Lenze system overview

The following devices and engineering tools support OPC UA in the Lenze system. The plat-
form to be selected depends on the application. Specific information on handling OPC UA can
be found in the respective documentation for the Lenze components.

»EASY Starter«

e OPC UA Server
* As a pure software solution for a Windows PC, this platform provides an OPC UA gate-

way to Lenze device parameters that can also be accessed with the »EASY Starter«.
Especially for devices that do not have an integrated OPC UA server, this brownfield
solution provides an OPC UA access option.

Controller of the c400 and c500 series

e OPC UA Server
¢ Via an integrated OPC UA server on the controllers of the c-series, variables of the PLC

can be published via OPC UA according to IEC 61131. Thus, for example, visualization
connections or also MES, SCADA or cloud connections can be realized that require easy
access to PLC variables.

e |tisalso possible to map the PLC variables to user specific information models, which
can be derived from Companion Specifications. Beside variables, also OPC UA methods
and events can be mapped to the PLC application.

* OPCUA Client

* To establish a connection from the PLC application to external entities via OPC UA, an
OPC UA Client according to PLCopen is provided. With this, use cases like Controller to
Controller or Controller to any external data source can be solved.

* OPC UA PubSub

e For Controller to Controller or Controller to multiple receiver communication the OPC
UA PubSub feature is provided. With this it is possible to communicate PLC data cyclic
without a dedicated connection.

Controller of the ¢300 and 3200c series use the OPC UA Server from Codesys. The
corresponding documentation can be found at the following web link:
* CODESYS Online Help

12


https://help.codesys.com/webapp/_cds_runtime_opc_ua_server;product=codesys;version=3.5.12.0

System

Lenze licenses

Lenze licenses
The Lenze OPC UA features are with following licence concept available.

Available features without an OPC UA license:
* One external Client and Server session on each target.
e An application specific information model on each target.

Additional features are available with a target specific license:
e Second and more external Client and Server sessions.
* PubSub feature.

The license configuration depends on the OPC UA target. In case of a Lenze Con-
@ troller the licence can be configured by the Lenze License Manager in the »PLC

Designer«.

Further information can be found in the OPC UA documentation for the target.

13



Mapping Editor

Overview

Mapping Editor

Overview

General information about the OPC UA technology can be found in the Lenze OPC UA system
documentation.

Mapping Editor use cases and general workflow

With the Lenze Mapping Editor OPC UA information models based on companion spe-
cifications can be created. The created information model can be mapped to target specific
data sources like the PLC application.

In general, the creation of an OPC UA information model with the Lenze Mapping Editor is
independent of the machine application. Thus, it is possible to develop both worlds separatey
and map them together in a final step.

MyMachine -
vt c i
necification ||
| | T==]
[omr 20
I

create programm
Information model PLC application

Lenze OPC UA Mapping Editor

> map both worlds

!

----| Download to OPC UA Server target I----

This brings advantages when connecting existing applications with a new user specific OPC UA
information model. In this "brownfield scenario" for example the PLC application already
exists and operates the functionality of the machine over years. Now, this machine shall get
an OPC UA interface to become Industry 4.0 ready.

In addition, there are advantages if two different people develop the OPC UA information
model and the PLC application. For example, an end customer needs a specific OPC UA inform-
ation model for all the used machines in the plant. In this case the end customer provides the
information model in form of an OPC UA Nodeset and in parallel the machine builder can
setup the machine application.

14



Mapping Editor

Overview

Mapping Editor main screen overview

The Lenze Mapping Editor is separated into following areas.

Information Model Mapping Data Source
= DD+ /70 Application

A~ OR ~ [3 Application

~ ~ O PLC_PRG

@ anyVariable
o ~ {3 myAddValues
~ {} AddValues © Application.PLC_PRG.myAddValues 1 ]
@ InputArguments
® OutputArguments
® Variablel @ Application.PLC_PRG.anyVariable | |
& Server
s 1. 2. 3.
8o View

Namespaces  Atributes  References Properties
Attributes. Values = Name anyVariable
Nodeld ns=1:1=7004 Access ReadWrite
NodeClass Variable Ccmmews .
rowseName 4., e 5 e 78001
DisplayName “Variable1"
Description -
DataType Boolean
ValueRank Scalar

1. OPC UA information model
This area is used to create and edit the OPC UA information model.
2. Mapping
This area is used to map data source items to OPC UA nodes of the information model.
3. Data source
This area provides the mappable data source items of the target system.
4. OPC UA information model and mapping attributes

This area provides OPC UA specific attributes and mapping information of a selected
node.

5. Data source attributes
This area provides data source specific attributes of a selected data source item.

15



Mapping Editor

Overview

Mapping Editor Engineering Access Rights

The Lenze Mapping Editor is embedded in the User and Access Rights Management of the
host system.

Engineering Access Rights in PLC Designer

In case of the »PLC Designer« as host system, the User and Access Rights Management of the
»PLC Designer« is used. In general, the »PLC Designer« provides a PLC project depending user
management for the engineering tool itself and the integrated tool functionalities.

The designated administrator of the PLC project can configure the access rights via the con-
text menu of the Mapping Editor Node in the device tree of the »PLC Designer«.

For following functions, the Access Right "granted explicitly", "not specified, but granted by
default", "denied explicitly" or "not specified, but denied by default" are settable for User
Groups via the Access Control menu. The "not specified, but..." Access right is an inherited
right from the parent node.

Function Access Right Short Description

View granted e The Mapping Editor tab is visible in the »PLC Designer«.

e The Information Model and the Data Sources are visible with their Attrib-
ute sections and the mapping of both sides.

o It's possible to scroll through the trees and open subordinated Dialogs of
the Attribute sections.

denied e It's not possible to open the Mapping Editor, the whole tab is not visible.

Modify granted e The "View" function is granted.

o It's possible to use all Mapping Editor commands like base model selec-
tion, add & edit OPC UA Nodes and References, select Data Sources and
editing the mapping.

denied e The "View" function is granted.
o It's not possible to adjust any settings of the Information Model or the
Mapping.
Remove granted o It's possible to delete the Mapping Editor Node in the device tree of the

»PLC Designer«. In this case also the designed OPC UA information model
and the mapping will be removed / deleted.

denied e It's not possible to remove / cut or delete the Mapping Editor Node in
the device tree of the »PLC Designer«.

16



Mapping Editor

Setup Mapping Editor in the »PLC Designer«

Setup Mapping Editor in the »PLC Designer«

The following chapters describe the workflow to setup a user specific information model

based on companion specifications.

Add Mapping Editor for user information model

Devices

v # X ™2 symbol Configuration x [z] PLC_PRG
=3 Untitedss || N view ~ | #¥jBuid | (2} settings ~ Tools +
=l Device (Controller c550 (SPS23 job1))
= @) PicLoge #)There are 1 configured variables which are not referenced by the IEC code. Reading and writng to them may not have the desired effect(s)
=€) Application onine change
) Ubrary Manager Symbols AccessRights ~ Maximal  Attribute  Type  Members  Comment
2] pLc_pre (PRG) *# [][E) constants
ymbol Configuration % [7][£] 1oConfig_Globals

= [ Task Configuration = [Vl [E] PLc_pre

= & MainTask V] # myvariable " £ STRING

) pcrre
{3 parameteredtor (Parameter Editor)
[C3] FaST_system_configuration (FAST System Configuratj
[C3) FasT_system_Diagnosis (FAST System Diagnosis)
I+ Coupler_1_0_moduis (Coupler 1/0 moduis)
3 AxesGroups
3 Virtuslaxes
= @ EtherCAT Master (EtherCAT Master)
@ Controller_Sync_Device (Controlier Sync Device)
= G OPC_UA (0PC UA Comnectity)
B UA_Server (OPC Uf

% cut

By Copy
Paste

X Delete

A Manual control
=}

aE|
Q

Properties...

Add Object »
Add Folder...

Disable Device

"Ll Information model... I

@ Sefety parameter set...

Update Device...

[§° Edit Object
Edit Object With...
Import mappings from CSV...
Export mappings to CSV...

Commands to setup the user information model

The Mapping Editor provides following commands to setup the user information model.

Information Model

B B | G
1. 2. 3. 4

Select base models

Import existing user model
Export user model

User model settings

PR

17



Mapping Editor

Setup Mapping Editor in the »PLC Designer«

User model settings

The user information model will be created in an own namespace. In general, namespaces are
used by OPC UA to create unique identifiers across different naming authorities.

The following information model settings define the user model namespace uniquely. These
settings are visible in the user information model nodeset.xml as well as on the target OPC UA
Server in the namespace meta data.

Model URI

The Model URI (Uniform Resource Identifier) [String]-parameter contains the unique
namespace identifier. To ensure uniqueness, an internet domain is a good idea.

For example: "http://yourorganisation.org/user_model"

Version

The Version [String]-parameter defines version information for the model. Currently there is
no known prescribed schema for the version number. Usually, a dot notation is used.

For example: "1.0.0"

Publication date

The Publication date [DateTime]-parameter provides the publication date of the information
model version.

For example: "21.11.2022"

The settings dialog is available via a button in the information model area of the Mapping
Editor.

If an existing user model is imported (Import existing user model (E 20)) in the Mapping
Editor, the settings of the existing model are used.

18



Mapping Editor

Setup Mapping Editor in the »PLC Designer«

Select base models

OPC UA information models are based on each other. To use type definitions of existing mod-
els the corresponding nodesets.xml's have to be loaded as base models.

Select Base Model X

Built-in Base Models

Model URI Version

Additional Base Models
Model URI Version

http://opcfoundation.org/UA/PlasticsRubber/IMM2ZMES/ 1.01E 1]

+ Add base model

Referenced Base Models

Meodel URI Version

Please select a model to get more information about the dependencies of it.

Cancel ﬂ

The Lenze Mapping Editor differentiates between already used models on the server target
(build-in models) and external models (additional models).

The built-in models are used by the OPC UA Server to model Lenze specific services.
* These models are listed in the "Built-in Base Models"-table and can't be deleted.
* The versions of these models are fix with the host version.

* The built-in models can be selected as base models by checkbox.

e The http://opcfoundation.org/UA/ model is always activated.

The additional models can be external companion specifications which shall be used for the

user specific information model.

* These models can be added via an operating system specific file dialog by click on the "Add
base model" — button.

* These models can be deleted by click on the "garbage bin"-icon.

* These models are updateable via an operating system specific file dialog by click on the
"update" —icon. It is only possible to select a new information model with the same
Namespace URI and a sufficient version for other loaded base models.

Built-In and additional base models are grayed-out and not delete- or updateable, if they are
referenced by other loaded base models.

19
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Mapping Editor

Setup Mapping Editor in the »PLC Designer«

Import existing user model

In some cases, an information model already exists. For example, an end customer has cre-
ated an expected model. The task of the machine developer is now to map the machine applic-
ation to this model.

Thus, it is optional possible to load an existing user information model with the Lenze Map-
ping Editor. It can be imported by a host specific "File"-Dialog. In chapter "Create OPC UA
information model (E2] 21)" it is described how to edit the loaded user specific information
model if necessary.

Export user model

The Lenze Mapping Editor focus on the development of the OPC UA Server information
model. For the development of a corresponding client application, the offline description of
the expected Server information model is helpful.

Thus, it is possible to export the user information model.

Namespace overview

The used namespaces are listed in the namespace overview of the Mapping Editor. The built-
in namespace http://opcfoundation.org/UA/ [0] and the user model namespace [1] have a fix
namespace Index.

The additional loaded namespaces are listed in terms of their hierarchical dependencies.

20
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Mapping Editor

Create OPC UA information model

Create OPC UA information model

An OPC UA information model is to provide data in a structured, standardized and semantic,
also human understandable way.

With the Lenze Mapping Editor it is possible to create own user specific information models
based on Companion Specifications. It is also possible to import and edit an existing inform-
ation model created by another tool, e. g. the UA Modeler from Unified Automation.

Due to a standardized description of these information models in form of an OPC UA Nodeset
(.xml) it is possible to exchange them between engineering tools.

Companion |
ngcification |

create
Information model

The OPC UA information model is a mesh of nodes and references.

* Node instances can be added under the "Object" folder in the information model.

* Node types are listed under the "Type" folder in the information model. To create types is
currently not supported.

e References are divided into hierarchical and non-hierarchical references. They are used to
expose different semantics on how the nodes are connected.

21



Information Model

= b h O + 72 0

~ % Root

~ % Objects

~ % Aliases
* . Instances
~ Bo DeviceSet
®o DeviceFeatures

~ %5 MyMachine1

L»Eu Identification

hierarchical
references ECI' MyAsset]

possible
non-hierarchical
references

~ {} StartMethod
2o MyMachine? =

~ 2o DeviceTopology
®o NetworkSet

~ %o Server

~ 8o Types

v 8o DataTypes
~ %o EventTypes Types
~ 8o InterfaceTypes
~ %0 ObjectTypes
~ T BaseObjectType
~ T AggregateConfigurationType

T AggregateFunctionType

~ T AlarmMetricsType

Mapping Editor

Create OPC UA information model

node has two hierarchical references and is seeming twice in the information model,

® The OPC UA information model is a mesh of nodes and references. Even if a single

the node exists only once.

22



Mapping Editor

Create OPC UA information model

Commands

The Mapping Editor provides commands to create the user specific OPC UA information
model via the menu bar of the information model section and the context menu of an indi-
vidual node.

Commands of the menu bar:
e Add Instance
Adds a new child node under the selected parent node
e Edit Instance
Edits the parameter of a selected node
¢ Delete Node
Deletes the selected node

Commands of the context menu of a selected node:
e Cut
Copies the selected node and all child nodes and deletes those
e Copy
Copies the selected node and all child nodes
* Paste
Pastes the copied node and child nodes
If the previously selected node is cut, the pasted node(s) has the same name(s) and
Nodeld(s) from this.
If the previously selected node is copied, the pasted node(s) has new Nodeld(s) and the
parent node has an enhanced namee. g. " 1"
e + Commands of the menu bar

Information Model

= O Lh |+ 7

~ 2o Root
~ 2o Objects
~ Bo Aliases
~ 2o DeviceSet

®o DeviceFeatures

~ 2o MyMachine

9 Cut

% MyAssef B Copy

2o ldentifich

v {3 statMell 4 aqd Instance

2o MyMachine

# Edit Instance
~ 20 DeviceTopology
®5 NetworkSet B Delete
v ¥ Server + Add Event Notifier

o B Toeenc
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Mapping Editor

Create OPC UA information model

The Mapping Editor provides specific commands for the modeling of OPC UA methods. For fur-
ther information how to model OPC UA methods with the Lenze Mapping Editor refer to
chapter Methods (EJ 80).

If a method node is selected, the context menu provides additional commands to create Input
and OutputArguments property nodes.

e Add InputArguments

e Add OutputArguments

* + Above mentioned general commands.

If an InputArguments or OutputArguments node is selected, the context menu provides com-
mands to define the arguments.

e Add Argument

e Delete Arguments

If an Argument is selected, the context menu provides commands to edit an individual argu-
ment.

e Edit Argument

e Delete Argument

On Nodes from base models only the Add Node command is usable. Nodes from
@ base models are fix and not editable.
The first hierarchy of the OPC UA Information model is standardized. Thus, no com-
mands are useable on the Root node.
¢ Instances of Objects and Variables are addable and editable in the user specific
information model under the Objects folder.
e Adding types is currently not supported.
e Views are currently not supported.
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Add / Edit / Delete Instances

The Mapping Editor provides one generic dialog for adding and editing Instance nodes. For
this purpose, only the NodeClass depending parameters appear. Following table gives an over-
view.

Parameter NodeClass

Object Variable Method

Base instance parameter

NodeClass X X X
Name X X X
Type definition X X
DataType X

Relationship to the parent node

Parent Name X X X

Parent Reference X X X

Additional attributes

Namespace X X X
NodelD X X X
DisplayName X X X
BrowseName X X X
Description X X X
EventNotifier X

Value X

ValueRank X

ArrayDimensions X

AccesslLevel X

UserAccessLevel X
MinimumSamplinglntervall X

Historizing X
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Object, Variable and Method instance nodes are add- and editable by the following dialog.

Add Instance X
NodeClass Object Wariable Method
Name
Type Definition BaseObjectType
+ Parent

— Additional attributes

Namespace http://yourorganisation.org/yourmodel

Nodeld

DisplayName ‘ ‘
BrowseName 1 ‘ |
Description

EventNotifier

Cancel
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Add Instance: Methods

InputArguments and OutputArguments

If a new method is added, InputArguments and OutputArguments property nodes are created
automatically by the Mapping Editor. These property nodes for methods are specified by the

OPC UA core specification and used to represent the input and output arguments of the
method in the information model.

~ [ Root
~ % Objects
~ B0 Aliases
~ 2o DeviceSet
®o DeviceFeatures
B & p
~ Zo MyMachinel
&

oo ldentification

o MyAssetl

~ {2} StartMethod

@ InputArguments

@ OutputArguments

2o MyMachine2

If the method node is selected, the context menu provides additional commands to create

Input- and OutputArguments property nodes. This is useful, if the property nodes are deleted
inadvertently.

* Add InputArguments
e Add OutputArguments

The NodeClass, the Name, the Type and the DataType as well as the reference to the parent

(method) node are fix. Thus, no Add InputArguments or Add OutputArguments dialog is avail-
able.
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The value of an Input- or OutputArguments property is a list of arguments. This list of argu-
ments is represented in the information model tree of the Lenze Mapping Editor, although

they are not OPC UA nodes and do not have a Nodeld.

~ [ Root
~ 2o Objects
~ %o Aliases
~ 25 DeviceSet
®o DeviceFeatures
~ % MyMachinel
2o ldentification
B0 MyAsset]
~ {3} 5StartMethod

~ W InputArguments

T Speed
©» Product

~ @ OutputArguments

©» Result

fo MyMachine2

A single argument is not an instance in the OPC UA information model. The rep-
resentation below an "InputArguments" or "OutputArguments" variable has only

usability purposes.

Thus, a single argument does not have an OPC UA NodelD.

If a single argument is selected, the attributes of this argument are represented by the Attrib-

utes table.
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If an InputArguments or OutputArguments property node is selected, the context menu
provides commands to add individual arguments.

e Add Argument

* Delete Arguments

Add Argument X
Target Name Speed
DataType Int16

ArrayDimensions
ValueRank Scalar

Description

Cancel n

If a created Argument is selected, the context menu provides commands to edit it.
e Edit Argument
e Delete Argument
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"Add & Edit Instance" dialog parameter

NodeClass

The NodeClass parameter of the Mapping Editor corresponds to the NodeClass definition of

the OPC UA specification.

®  https://reference.opcfoundation.org/v104/Core/docs/Part3/5.1/

The NodeClass parameter defines, which NodeClass shall be added as child to the selected par-

ent Node in the Information Model. The additional attributes for the new instance are
NodeClass depending.

e "Object", adds a new Object that are used to structure the information model.
e "Variable", adds a new Variable to represent a value.

* "Method", adds a new Method that can be called by a Client and returns in a result.

* There are some constraints regarding the possible NodeClass of the addable child nodes.
Following table provides an overview with the hierarchical references used by default.

Parent / Source Child / Target NodeClass
NodeClass

Object Variable Variable Method

(DataVariable Type) (Property Type)

Object Organizes HasComponent HasProperty HasComponent
Variable (DataVariable | Not allowed HasComponent HasProperty Not allowed
Type)
Variable Not allowed Not allowed Not allowed Not allowed
(Property Type)
Method Not allowed Not allowed HasProperty Not allowed

For more information about the differences between DataVariables and Properties Variables

refer to chapter Annex (EJ 56).
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Name

The Name parameter is the SymbolicName for the new Node in the Nodeset xml-File. The Sym-
bolicName does not appear in the Server AddressSpace and is intended for use by design tools
only. Only letters, digits or the underscore ("_") are permitted.
e The DisplayName is used to represent the Node in the information model of the
® Mapping Editor. In general, the DisplayName shall be used by Clients to represent
the Node to a user, e. g. via a visualization.
* The BrowseName is used when browsing the AddressSpace to create paths out of
BrowseNames.
e The DisplayName and BrowseName parameters of the "Add Instance" dialog are
automatically taken from this Name parameter, but they can also be overwritten
by the user.

Typedefinition

The Typedefinition parameter defines the OPC UA Type definition of the new Instance. The
desired type definition can be selected from a type definition hierarchy of all loaded base
models.

Type Definition X

q,

LockingServicesType &
ModellingRuleType

MNamespaceMetadatalype

MamespacesType

NetworkAddressType '
NetworkType

OrderedListType

PackMLAdminObjectType

PackMLBaseObjectType

G N T s B T B I I

PackMLStatusObjectType
T PriorityMappingTableTvpe

— See details.

Element Description

2o Admin
~ 80 BaseStateMachine
® PackMLVersion

~ {} RemoteCommand

Qo0 o009
-

~ {1} Setinterlock

Cance' n

In case of an Object instance the provided type definitions are from the BaseObjectType hier-
archy.

In case of a Variable instance the provided type definitions are from the BaseVariableType
hierarchy. The first hierarchy level is the decision between DataVariable type and Property
type. For more information about the differences refer to chapter 7.2.
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Element

If the suitable Type for the new instance is selected, the hierarchical elements of the selected
one are listed in a details section. Also optional (markable) and mandatory (greyed out) child
nodes of the listed types are presented. If necessary for the use case the customer is able to

mark the optional ones. All marked child Nodes will be added to the new Instance.

Description

For further information, the "Description" of the selected Type is presented, if it is provided
by the base model.

OPC UA introduces abstract Type definitions. Types, which are abstract are only used
to structure the Type hierarchy. It isn't allowed to create an instance from abstract
Type definitions. Abstract Type definitions are marked in italic font.

Typedefinition — Select optional components

If the used Type definition provides optional child nodes, a button for a selection dialog
appears.

Add Instance X

NodeClass (® Object Wariable Method

Name

Type Definition PackMLBaseObjectType ‘

Select optional components.

+ Parent

=+ Additional attributes

Cancel

Via this dialog the optional child nodes can be selected to be added under the new instance
node. Mandatory nodes are pre-selected and greyed out. The mandatory nodes have to be
part of the new instance as specified by the used CompanionSpecification.

It is the same configuration as can be done by the Typedefinition dialog, just with easy access
to the selection.

It is the same configuration as can be done by the Typedefinition dialog, just with
easier access via the main "Add Instance" dialog.
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DataType

The DataType parameter specifies the type definition of the value of a variable node. OPC UA
introduces some Builtin DataTypes, structures and enumerations. Also additionally loaded
base models bring derived DataTypes with them.

Type definition X

a,

»

~ ®§ BaseDataType

®% Boolean

4

ByteString

DataValue

4

DateTime
Diagnosticinfo
Enumeration
ExpandedNodeld
Guid

LocalizedText

{
s b ab af &b &b o D oL

Nodeld -

Can(E| n

<

Parent Name

The "ParentName" represents the DisplayName of the selected Node in the information
model of the Mapping Editor. Under this node the new instance will be added as child.
Parent Reference

Defines the hierarchical reference from the parent node to the new child node.

Depending on the NodeClass of the parent node following References and their subtypes are
supported.

Parent NodeClass Child NodeClass
Object Variable Method
Object Organizes (default) Organizes HasComponent (default)
HasComponent HasComponent
(default)
HasProperty
Variable Not allowed HasComponent Not allowed
(default)
HasProperty
Method Not allowed Not allowed Not allowed

Organizes ReferenceType

Used to organize Nodes in the AddressSpace. The parent node shall be an Object (mainly of
FolderType or subtype definition). The Child node can be of any NodeClass.
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HasComponent ReferenceType

The semantic of a HasComponent reference is a is -part-of relationship. It is mainly used
between Objects as parent node and their containing (Sub-)Objects, DataVariables and Meth-
ods.

It is also usable to structure complex variable nodes, see chapter Structured DataType and a
complex VariableType (4 57).

HasProperty

The HasProperty reference is only used to identify the Properties of a node. The parent node
can be of any NodeClass. The Child node is a Variable defined as Property.

Properties shall not have (Sub-) Properties. Thus, a Property node shall not be the Parent
Node of this reference.

For further information about Properties see also chapter Mapping Editor (L 14).

Namespace
The Namespace parameter defines the namespace URI in which the new Node shall be added.

Selected base models are fix and can't be modified by the Mapping Editor. Only the customer
model can be enhanced or modified.

@ The namespace URI [String] is a global unique identifier of the namespace.

The namespace URI of the user model is editable as mentioned in chapter User model settings

(3 18).

If the information model is represented by an engineering tool (e.g. the Mapping Editor) or if
the information model is represented "online" in a server AddressSpace, an namespacelndex
[UInt16] is additionally provided. It supports an easier handling, but it is only fix (and unique)
on the current tool or server application.

NodelD

The NodelD is used to define a specific unique identifier for the new node. In general, OPC UA
introduces four kinds of Nodelds. This is specified by an IdentifierType:

* NUMERIC (= Ulnteger)

e STRING (= String)

e GUID (° Guid)

e OPAQUE (= ByteString)

Currently the NodelD is provided with a NUMERIC IdentifierType by the Mapping Editor auto-
matically. Thus, this parameter is not editable by the user.

The formalized NodelD type definition by the OPC UA specification is a structure of
* namespacelndex [UInt16],

e identififierType [Enum: IdType],
¢ identifier [depends on the identifierType].
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DisplayName

The DisplayName is used to represent the Node in the information model of the Mapping
Editor. In general, the DisplayName is the localised name of the node and shall be used by Cli-
ents to represent the node to a user, e. g. via a visualization.

The DisplayName parameter of the "Add Instance" dialog is automatically taken from the
Name parameter, but it can also be overwritten by the user.

The DisplayName type definition is a LocalizedText. Thus, a Localeld and a String can be
provided.

e The LocalelD (e.g. "en-US") can be left empty. In this case the corresponding
@ string is the default Displayname, without localization.
e The Mapping Editor supports currently only one entry for the DisplayName.
¢ According to the OPC UA specification, each server shall provide the DisplayName
identical to the BrowseName of the Node for the Localeld "en" (or for empty
LocalelDs).

BrowseName

The BrowseName is used when browsing the AddressSpace to create paths out of
BrowseNames.

Unlike Nodelds, the BrowseName cannot be used to unambiguously identify a Node. Different
Nodes may have the same BrowseName.

The BrowseName parameter of the "Add Instance" dialog is automatically taken from the
Name parameter, but it can also be overwritten by the user.

The BrowseName type definition is a structure. It contains a namespacelndex and a string.
The namespacelndex is provided to make the BrowseName unique in some cases in the con-
text of a Node, although not unique in the context of the Server.

If various CompanionSpecifications define (equal) BrowseNames for Variables, the namespace
of the BrowseName provided by the CompanionSpecifications makes the BrowseName
unique, although different CompanionSpecifications may use the same string having a slightly
different meaning.

As an example, a Variable node "Manufacturer" shall be added, which is used in the context
of the DI — Companion Specification. In this case, the BrowseName of the Node is "Man-
ufacturer" and the namespacelndex points to the DI — namespace URI.

Description

The Description parameter defines the localized description of the new node.

The Description type definition is a LocalizedText. Thus, a Localeld and a String can be
provided.

The LocalelD (e.g. "en-US") can be left empty. In this case the corresponding string is
the default Description, without localization.
The Mapping Editor supports currently only one entry for the Description.
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EventNotifier

The EventNotifier is used to indicate if the node is able to fire Events and / or to support read-
ing and writing historic Events. Multiple selections are possible. The supported ability is
OPCUA Server target depending.

The current Lenze OPC UA Server on c5xx controller supports "Subscribe to events"
@ since Firmware Version 1.9. Historic Event reading and writing is not supported.

If an EventNotifier is added to an Object by the context menu, this parameter is set

automatically.

Value

The Value parameter is used to provide a default value for the Variable node. This default
value is part of the nodeset file, like other node parameters. The use case is to present static
(default) values in the information model like a manufacturer name. In this case these static
values don't need a special data source which has to be mapped.

If the variable node is mapped the value will always be overwritten by the data source.
If the Value "Null" checkbox is deactivated, a static (default) value can be inserted.

It is currently only possible to set a static value for primitive scalar DataTypes.
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ValueRank

The ValueRank parameter specifies if the value is a scalar (a single value) or an array (a field of

values) with one or more dimensions.

Following Table gives an overview.

ValueRank Example

Notation ArrayDimensions Description

Scalar (-1) Int32 omitted /empty A scalar Int32.

1 Dimension (1) Int32[] omitted /empty Single-dimensional array of Int32 with unknown
size. The size will be taken over from the data
source if mapped.

Int32[3] 3; Single-dimensional array of Int32 with fix size of 3.

2 Dimension (2) Int32[](] omitted /empty Two-dimensional array of Int32 with unknown
size. The size will be taken over from the data
source if mapped.

Int32[5][3] 5;3; Two-dimensional array of Int32 with fix size of 5
for the first dimension and 3 for the second dimen-
sion.

3 Dimension (3) Int32[1[1[] omitted /empty Three-dimensional array of Int32 with unknown

size. The size will be taken over from the data
source if mapped.

Int32[5][3][3]

5;3;3;

Three-dimensional array of Int32 with fix size of 5
for the first dimension and 3 for the second and
third dimension.

The OPC UA known ValueRanks Any(-2), ScalarOrOneDimension(-3) and ValueRanks
with more than 3 dimensions are currently not supported by the Mapping Editor and
Lenze OPC UA Server.

ArrayDimensions

If the ValueRank indicates an array value, the ArrayDimensions parameter specifies the length
of each array dimension. If the ValueRank indicates a scalar value the ArrayDimensions para-

meter can be omitted.

The length of the dimensions is entered as numbers separated by semicolons.

figuration, the ArrayDimensions must not yet be known. The array size will be taken

@ If the variable node will be mapped with a data source variable of the symbol con-

over from the mapped PLC variable by the Lenze OPC UA Server. In this case the

value 0 must be entered at the ArrayDimensions parameter.

Add / Delete Event Notifier
OPC UA provides many types of events. The event type hierarchy can be extended by loaded

base models (companion specifications).
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= b b 0 +

~ %o Types
~ 8o DataTypes
~ 8o EventTypes
~ T BaseEventType

W Eventld
W EventType
¥ LocalTime
¥ Message
@ ReceiveTime
W Severity
W SourceName
W SourceNode
¥ Time

~ T ConditionType

~ T AuditEventType
~ T BaseModelChangeEventType

T EventQueueOverflowEventType

Mapping Editor
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In contrast to Objects, Variables and Methods, simple Events cannot be represented as an
instance in the OPC UA information model. Simple events are generated dynamically when

they occur and are sent from the OPC UA Server to a client.
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In OPC UA these events can be sent not only by the Server Node but also by specific object
instances.

Information Model

= b bh L + 7

~ % Root
~ Bo Objects
v~ %o Aliases
8o MyObject 531 Event
~ [5 BaseEventType
~ %o Server
~ 2o Types

8o Views

With the Mapping Editor it is possible to configure object instances of the user information
model as an event notifier. Multiple EventType-Notifier can be added via the context menu
with the "Add Event Notifier" dialog.

The EventType—Notifier is not an instance in the OPC UA information model. The
"EventType-Notifier" below an object has only usability purposes.

Thus, the EventType-Notifier does not have an OPC UA NodelD.

To distinguish EventTyp-Notifier from the instances, they are displayed directly below the
associated object via an expandable section.

A single EventType-Notifier is expandable to disclose additional event fields (properties)
which will be published when the event occurs. The event field provided by the
BaseEventType are not displayed.
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"Add Event Notifier" dialog

If an object instance of the user information model is selected, an EventType-Notifier can be
added by the "Add Event Notifier" command.

Add Event Notifier X

Event

Simple EventType BaszsEventType

Select optional components.

Cance' n

Simple EventType-Parameter

The Simple EventType parameter defines the event type to be sent when the event occurs.
It is the same "Type definition" dialog as the "Add Instance".

As with other types, events can also have optional and mandatory event elements.

Due to the fact, that the AddEvent-Notifier command does not generate a static event
instance in the OPC UA information model, also abstract (italic fond) event types can be selec-
ted.

It is possible to add multiple EventType-Notifier of different type definition to an
@ object instance.
More than one EventType-Notifier of the same type definition are not allowed.
If an EventType-Notifier is selected, it can be deleted by the general "Delete" com-
mand of the context menu or the command bar.
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= F?Z%%

programm
PLC application

Select data source

The Mapping Editor provides the selectable data sources by a drop-down list in the right Data
Source area. The selectable data sources depends on the OPC UA Server target device and the
loaded Lenze services.

Data source "symbol configuration"

The data source of the "symbol configuration" provides access to the PLC content of the tar-
get device. To protect the PLC application against unauthorized external access, individual vari-
ables and object instances have to be selected for OPC UA communication by the PLC
application developer. This selection is done with the symbol configuration.
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Setup of symbol configuration

An PLC application holds various variables and object instances. The symbol configuration is

used to publish individual instances via OPC UA.

1. Insert a Symbol configuration object below the application node in the device-tree of the
»PLC Designer«.

2. Activate the option Support OPC UA functionalities in the dialog "Add symbol con-
figuration".

3. Open the symbol configuration in the editor.

4. Select the "Build" command.
The variables are displayed in a tree structure

5. Select the variables that you want to publish via OPC UA.

Devces < & X||_[) PCRG ™2 Symbol Configuration x
=0 thotkeds | 0 view ~ | #jould | 3setngs + Tools -
=)l Device (Controller c550)
= &0 pLcLoge
= € Application
@ O_Componentiardnare

Dihereare 1. IEC code. Remove...
oniine change

AccessRights  Maximal  Attibute  Type  Members  Comment t

ation (FAST System Configuration)
(FAST System Diagnosis)
(Coupler 1/0 modis)

(EherCAT Haster)
B Controller_Sync_Device (Controller Sync Device)
=B OPC_UA (0PC UA Comnectivity)
= Ua_Server (0PC UA Server)
122 user_Model

The handling of the symbol configuration is described in detail under the following link:
CODESYS Online Help

* Make sure that only the IEC variables are selected that are required for the use
CD case and are therefore to be published. If a variable is selected in the symbol con-
figuration, the subordinate member variables are also automatically activated for
OPC UA access.

e If you have a user management active on the controller, IEC variables can be
assigned to symbol sets and these in turn to user groups. Thus, a certain user has
access only to the IEC variables intended for.

e |tis possible to setup various symbol sets to grant specific user groups access to
the data. In the Mapping Editor just the general (overall) symbol configuration is
provided as a Data Source and not individual symbol sets.
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Variables

Mappable variables are marked with a "tag" 2 icon.

This icon is used on the data source side as well as on the OPC UA information model side for
variables. Both entities represent a data value of an automation component.

Variables are mappable according to chapter Mapping of Variables (L2 50).

Function blocks

o
Instances of PLC application function blocks are represented with a "three parts" ©° icon in

the data source section.

This icon is used on the data source side for function blocks as well as on the OPC UA inform-
ation model side for Objects. Both entities represent an automation component and are used
to structure data (variables, methods, events).

Currently function blocks are not mappable.
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Methods (UA specific function block)
Mappable methods are marked with a "brackets" £ icon.

This icon is used on the data source side as well as on the OPC UA information model side for
methods.

In the PLC Application OPC UA methods are represented as function blocks. These function
blocks are derived from a base function block L_IOSP_MethodCall provided by the L_IOSP_
OpcUaServer library. The base function block supports the generic method handling between
OPC UA Server and the PLC application. The derived function block is enhanced by the Input
and Output Arguments of the OPC UA method and the operation logic.

The IEC handling variables between the method function block and the OPC UA Server are not
represented in the data source tree. (Method function block — OPC UA Server interaction (£
44))

Method function block — OPC UA Server interaction

The following figure describes the general usage of the function block inside the PLC applic-
ation and the interaction with the Lenze OPC UA Method Handler. To connect the function
block with the OPC UA Method Handler, it is necessary to publish the function block via the
symbol configuration and to map it to a specific OPC UA Method.

It is expected to extend an application specific function block with the L_IOSP_MethodCall.
The application specific function block can be enhanced with local variables for the arguments
of the OPC UA method, which must be of the same name and data type.

Sequence:

1. An OPC UA Client requests a specific Method call with any input arguments.

2. The OPC UA Server receives this call and performs a conversion and an alignment into a
generic data format to distribute it further in the system.

3. Asubsequent Method Handler stores and manages the method call, e. g. timeout hand-
ling. The Method Handler sets the function block variables, with which the method oper-
ation can be triggered (e.g. xExecute). The MethodCall InputArguments are assigned to
the functions blocks local variables (Local Vars). If a positive edge occurs on xExecute, the
arguments of the method call are provided by the Method Handler.

4. The method operation can be done in any suitable application specific IEC task. The oper-
ation may take several cycles. For the operation automatically called IEC methods are
provided. Not needed methods can be deleted.

e StartMethod()

e ExecuteMethod()
¢ FinalizeMethode()
e ResetMethod()

5. After the Start-, Execute- and FinalizeMethod operation variables are provided for the
OPC UA Method output arguments.

6. The OPC UA Server responds to the Method call of the client and the xExecute variable is
set to false.
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OPC UA Client

MethodCall()

OPC UA Server

Intermediate System Data Layer & Method Handler

-

Symbol Configuration ‘
'Y Ahll

Local Vars Y

AnyMethArgs AnyMethArgs

Any App MethodCall FunctionBlock extends

I

I

| Input Vars Output Vars |
-“ xExecute xDone:
ﬂ: xAbort L_lOSP_MethodCall xﬂusvi

; xAborted:

! I

i eStatusCode%

userimplementation
super’{);

StartMethod() once, optional

o ExecuteMethod() cyclically, mandatory

FinalizeMethod() cyclically, optional

ResetMethod() once, optional
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Events (UA specific function block)
Mappable events are marked with a "speech bubble" = icon.

This icon is used on the data source side as well as on the OPC UA information model side for
events.

In the PLC Application OPC UA events are represented as function blocks. These function
blocks are derived from a base function block L_IOSP_BaseEventType provided by the L _
IOSP_OpcUaServer library. The base function block supports the generic event handling
between OPC UA Server and the PLC application. The derived function block is enhanced by
the event fields of the OPC UA event and the operation logic.

The IEC handling variables between the event function block and the OPC UA Server and the
event field variables for the BaseEventType are not represented in the data source tree.
(Events (UA specific function block) (Ed 46))

Event function block — OPC UA Server interaction

The following figure describes the general usage of the function block inside the PLC applic-
ation and the interaction with the Lenze OPC UA Server. To connect the function block with
the OPC UA Server it is necessary to publish the function block via the symbol configuration
and to map it to an OPC UA EventNotifier in the user information model.

It is expected to extend an application specific function block with the L_IOSP_BaseEventType.
The application specific function block can then be enhanced with output variables for addi-
tional Event properties.

Sequence:

1. The event trigger decision is done by the PLC application.

2. The event operation (preparing the event properties) can be done in any suitable applic-
ation specific IEC task. The operation may take several cycles. For the event operation
automatically called methods are provided. Not needed methods can be deleted.

e StartMethod()

e ExecuteMethod()
e ResetMethod()

3. After the Start- and ExecuteMethod() operation the output variables are provided to the
OPC UA Server.

4. The OPC UA Server sends the Event to the subscribing Client.
5. To signal the application that the Event has been fired, the OPC UA Server sets the cor-
responding input variable xEventTriggered on true of the function block.
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OPCUA Client

A
Event Notification o

OPC UA Server

Intermediate System Data Layer & Event Handler

‘ Symbol Configuration |

AnyEventType FunctionBlack

|
|
| Var_inputs Var_Outputs |

Soun:eNamd‘

I
applicative > xEventTriggered xTriggerEvent
|
condition for > Execute L_IOSP_BaseEventType xDone |
. | I
firing the event ! xBusy |
I
! i
I
| OPC UA Message
I
! BaseEventType ¢, ol
| properties !
! Severity]
| I
I
I
I
|

SourceNoda
]
Var_Outputs
AnyAdditionalEventProperties

user implementation

super™{);

StartEvent() once, optional

o ExecuteEvent() cyclically, mandatory

ResetEvent() once, aptional

Applications, Programs and Co
Folder are used to structure the data source they are marked with a "folder" [ icon.

They aren't mappable. From IEC point of view folders are for example PLC applications or pro-
grams and do not have a type definition.
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HOPC 2 \]
= |
Companion |
necification |
FI==

e S

map both worlds

General mapping

The Lenze Mapping Editor represents the current mapping for all visible OPC UA nodes in the
middle of the screen in a mapping table. The possibility to scroll through the information
model and the mapping synchronously provides a good overview which nodes are already
mapped to a Data Source item.

To perform a mapping, navigate in the OPC UA information model to the Node to be mapped.

The mapping can be done by "drag & drop" of the Data Source item to the mapping table field
of the desired OPC UA node.

Depending on the Data Source item following OPC UA NodeClasses are mappable. Only these
nodes provide a link icon in the mapping table and the "Node Mapping Attributes".

e Variable (DataVariable and Property)

* Method

* EventType-Notifier

To check the mapping, a project compile of the PLC project is necessary in the »PLC
Designer«.

The following chapters describe which items are mappable and what are the constraints.
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Data source symbol configuration

The symbol configuration provides the following kinds of mappable items:

* Instances of variables (Mapping of Variables (L 50))

* Instances of function blocks for OPC UA Methods (Mapping of Methods (£ 54))
* Instances of function blocks for OPC UA Events (Mapping of Events (L2 55))

Following items are currently not mappable:
* Instances of function blocks
* Applications or Programs

UA information model. Nevertheless, it is possible to map individual member vari-

ables of the function block.
If a PLC variable is mapped to an OPC UA variable node the access rights of the sym-

bol configuration will be taken over automatically.

@ Currently it is not possible to map whole PLC function blocks to the user specific OPC
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Mapping of Variables

It is possible to map a single variable Data Source item to multiple OPC UA variable nodes.

Simple UA Variable with Built-in data type

AnyUAObject

Instance

AnylECPOU

Instance

< mappabl simplelECVar 1

structlECVar
stance

simpleUAVar 1
simpleUAVar 3

mappable

simplelECVar 1
simplelECVar 2
simplelECVar 3

A simple PLC variable with primitive data type is mappable to any OPC UA variable node with
a matching Build-in data type according to following table. The instance names of the OPC UA
and IEC variables can be different.

It doesn't matter whether the IEC variable belongs to a POU or is located as a member vari-
able in an IEC structure.

OPC UA Build-in Data Primitive IEC Data type | Comment
type

Boolean BOOL ns=0;i=1
SByte SINT ns=0;i=2
Byte USINT ns=0;i=3
Intl6 INT ns=0;i=4
Uintl6 UINT ns=0;i=5
Int32 DINT ns=0;i=6
UInt32 UDINT ns=0;i=7
Int64 LINT ns=0;i=8
Uint64 ULINT ns=0;i=9
Byte BYTE ns=0;i=3
Uint16 WORD ns=0;i=5
UInt32 DWORD ns=0;i=7
Uint64 LWORD ns=0;i=9
Float REAL ns=0;i=10
Double LREAL ns=0;i=11
String STRING ns=0;i=12
Byte CHAR ns=0;i=3
String WSTRING ns=0;i=12
Uint16 WCHAR ns=0;i=5
DateTime DATE_AND_TIME ns=0;i=13
DateTime DATE ns=0;i=13
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OPC UA Build-in Data Primitive IEC Data type | Comment

type

UInt32 TIME_OF_DAY ns=0;i=7

Int64 TIME ns=0;i=8

Int64 LTIME ns=0;i=8

Int64 LDATE For this IEC data type is no mapping supported.
Int64 LTOD For this IEC data type is no mapping supported.
Int64 LDT For this IEC data type is no mapping supported.

UA specific built-in data types

Additional to the data types mentioned above OPC UA introduces OPC UA specific Build-in
data types like the LocalizedText type definition.

For some of these OPC UA specific Build-in data type definitions Lenze provides corresponding
IEC type definitions which can be used in the PLC application. These IEC type definitions are

distributed by the L_IOSP_OpcUaServer library.

AnyUAObject

Instance

LocalizedText
type

UALocalTextVar

e.g. value = ,en-Us",“my localized text"

L_IOSP_LocalizedText
type

mappabl

IECLocalTextVar

primitive String variables
for IEC Access

Locale

e.g. value = ,en-US"

e.g. value = ,my localized text"

A PLC variable with an OPC UA specific IEC data type is mappable to any OPC UA variable node
with a matching data type according to following table.

OPC UA Build-In Data
type

OPC UA specific IEC
Data type

Comment

Nodeld

L_IOSP_Nodeld

QualifiedName

L_IOSP_QualifiedName

LocalizedText

L_IOSP_LocalizedText

ByteString

L_IOSP_ByteString

51




Mapping Editor

Map data source to OPC UA

Simple UA Variable with structured DataType

Like the symbol configuration, OPC UA introduces structured DataTypes. In contrast to the
Symbol configuration, it's possible to model just one simple Variable Node with a structured
DataType definition for the Value Attribute. In this case no Nodes for the "member-variables"
of the structure are available in the OPC UA model. For further Information how to model
structured data see Annex (L 56).

BaseVariableType
Structured IEC DataType.
Eg Twom
Structured OPC UA DataType. staver
HHHHHHHH Definition Eg v 5 mystru iDataType
alue has DtaType—»]
i tVar mappabl
Member variables
for IEC Access

A structured IEC variable is mappable to an OPC UA variable Node, if ...
e .. the structured data type definitions match and
e .. the member variable (symbolic) names are the same.

This means that the member variables of the data type structure, down to the last leaf, are of
the same name and primitive type according to chapter Mapping of Variables (EJ 50).

OPC UA Data type IEC structured Data Comment
type

EUInformation L_IOSP_EUInformation

Range L_IOSP_Range

For some of these OPC UA structured data type definitions Lenze provides cor-
responding IEC type definitions which can be used in the PLC application. These IEC
type definitions are distributed by the L_IOSP_OpcUaServer library.
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Complex UA Variable with structured DataType

Like the symbol configuration, OPC UA introduces structured DataTypes. In OPC UA it is pos-
sible to present a structed Value in only one Variable Node (see Structured DataType and a
simple Variable using the DataType (Ed 57)).

But it is also possible to model it as a complex Variable Node with Sub-Variable Nodes for indi-
vidual data access of the elements of the structure. For further Information how to model
structured data see Structured DataType and a complex VariableType (£ 57).

complex VariableType

Structured IEC DataType.
Eg o
staver
=g+ oims
=iz + STRING:
=yvass + BoOL
£xw_sTRver
B0 Tiee

HasTypeDefinition

Structured OPC UA DataType.

E8 v & myStructuredDataType
© myVarl [int16]
© myVar [String]
© myVar3 [Boolean]

ar |« mappabl impleStructVar
Member variables
for IEC Access

myvart mappabl —( war )
myvar2 mappabl yvar2
myvars mappabl Ty Var3

As described in chapter Mapping of Variables (4 50), a structured IEC variable is mappable to
an OPC UA variable Node. Additional it is possible to map the individual member variables of
the IEC structure to the corresponding OPC UA (Sub-) Variable Nodes. In this case the member
variables, down to the last leaf, must be of the same primitive type according to chapter Map-
ping of Variables (£ 50).

If an IEC member variable isn't mapped to an OPC UA Sub-Variable Node, the value of the IEC
member variable isn't available by the OPC UA Sub-Variable Node. This means that there isn't
an OPC UA Server internal mapping from the structured value of the parent Node to the child
nodes. This is shown in the following example with the UA Expert as an OPC UA Client con-
nected to the Lenze OPC UA Server with mapped user specific information model.

Project 8 X
~ 3 Project
v [ Servers
[2) Lenze Controller OPC UA Server
~ [3 Documents

[3 Data Access View DataAccess
on MyComplexStructVar Node
< > | | Name Value
e ax||v MyStructuredDataType
myVarl -17451
I -
T |Notachicht myVar2 Hello World
2 Root myVar3 false
v [ Objects
12 Aiases
&% DeviceSet Individual DataAccess on Sub-Variable Nodes
& DeviceTopology -
v B MyFolder Data Access View
~ @ MyComplexStructVar # Server Node Id Display Name Value Datatype
@ myVarl 1 Lenze Controlle.. NS10|Mumericl... myVarl -7076 Int16
@ myVar2 —— | [|2 Lenze Controlle.. NS10|Mumeric|... myVar2 Helle Werld String
@ myVar3 3 Lenze Controlle.. NS10[Mumericl... myVar3 Null
NetworkSet . . e,
: SEN;’ In this Example the Sub-Variable Node myVar3 isn’t mapped
=T to a PLC member variable. Thus, no value is provided.
ypes
2 Views
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Arrays

OPC UA as well as the symbol configuration are aware of Arrays. In OPC UA the ValueRank
Attribute of a Node is defined to indicate if the DataType is used as scalar value (-1), as array

(1) or as multidimensional array (>1). The ArrayDimensions Attribute specifies the maximum
elements of each array dimension.

It is possible to map PLC array variables to OPC UA array variables with matching DataType
definition and array dimensions and size.

The array sizes must not yet be known in the prepared OPC UA information model.
The array size can be taken over automatically from the mapped PLC variable. In this

case the value 0 must be entered at the ArrayDimensions Attribute of the OPC UA
Node.

The symbol configuration as data source can publish an array variable with maximum
3 dimensions and 65536 elements.

Mapping of Methods

IEC method function blocks are mappable to OPC UA methods. Just the main method-nodes

have to be mapped by the user. The corresponding arguments are mapped automatically by
the Mapping Editor.

In contrast to variables, for methods it is just possible to map a single method Data Source
item to a single OPC UA method node.

Information Model Mapping
EIDE ,

~ [3JRoot

Data Source

]

Application

~ [ Application
~ [LIPLCPRG
A {3 myAddValuesFb
¥ VarA
= Application.PLC_PRG.myAddValuesFb (] @ VarB
A~ @ InputArguments ® VarC
© VarA
© Varg
~ @ OutputArguments
© VarC

~ 8 Objects
v & Aliases
~ 8 MyObject

~ L} AddValues

Namespaces  Attributes  References Properties

Attributes Values Name myAddValuesFb

Nodeld ns=1;i=7004 Access ReadWrite
NodeClass Method Commen: t

BrowseName 0,"AddValues" Type T_MyAddValuesType
DisplayName * AddValues*

Description

The mapping of the arguments can be done, if...
¢ the (symbolic) names of the arguments are the same and
e the data types fit according to chapter Mapping of Variables (£ 50),

e forall OPC UA Arguments an IEC variable is available (it is allowed to have more IEC vari-
ables than OPC UA Arguments).
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Mapping of Events

In opposite to OPC UA objects, variables and methods, simple events have no static instances
in the information model. Events are only represented as "EventType-Notifier" in the inform-
ation model and instantiated dynamically (on demand) by the associated object, when the
OPC UA Server is running.

IEC event function blocks are mappable to the "EventType-Notifier". Just the main event-
nodes have to be mapped by the user. The corresponding properties are mapped auto-
matically by the Mapping Editor.

In contrast to variables, for events it is just possible to map a single event Data Source item to
a single EventType-Notifier.

Information Model Mapping Data Source
=E bbb L+ 70 Application
~ %o Root ~ 3 Application
A 8 Objects ~ 01PLC PRG
v 80 Aliases ~ [3 myEventFb
8o MyObject 51 Event © Value
~ [ BaseventType 1 & Application.PLC_PRG.myEventFb [ ]
® Value
v % Server
v & Types
80 Views
Namespaces  Attributes  References Properties
Attributes Values Name myEventFb
Nodeld ns=1i=7003 Accass ReadWrite
NodeClass Object Comment
BrowseName 1,"MyObject" Type T_MyEventType
DisplayName “MyObject”
Description -
EventNotifier SubscribeToEvents

The automatic proposal for the corresponding properties can be done, if...

¢ the names of the properties are the same and

e the data types fit according to chapter Mapping of Variables (£ 50),

e for all OPC UA properties an IEC variable is available (it is allowed to have more IEC vari-
ables than OPC UA properties).

CD The event fields provided by the BaseEventType are not displayed.
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Complex Variables and stuctured DataTypes

There are basically three different approaches to model structured data in OPC UA.

e Create several simple Variables using simple DataTypes always reflecting parts of the
simple structure. Objects are used to group the Variables according to the structure of the
data.

* Create a structured DataType and a simple Variable using this DataType.

e Create a structured DataType and a complex Variable using this DataType and also expos-
ing the structured data structure as Variables of the complex Variable using simple
DataTypes.

UA Part 3: Address Space Model - A.4.3 Many Variables and / or structured DataTypes

(opcfoundation.org)

Object instance to group simple Variables

The advantages of the first approach are that the complex structure of the data is visible in
the AddressSpace. A generic Client can easily access the data without knowledge of user-
defined DataTypes and the Client can access individual parts of the structured data.

The disadvantages of the first approach are that accessing the individual data does not
provide any transactional context and for a specific Client the Server first has to convert the
data and the Client has to convert the data, again, to get the data structure the underlying sys-
tem provides.

BaseObjectType
None structured DataType.

e.g. BOOLEAN, String, INT16,

HasTypeDefinition LocalizedText & BaseDataType

#% Boolean
=% ByteString
AnyObject &% DataValue

=% DateTime

Instance

simple Var 1 »has DataType*
simple Var 2 ,has DataType"-
— simple Var 3 ,has DataType"-
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Annex

Structured DataType and a simple Variable using the DataType

The advantages of the second approach are, that the data is accessed in a transactional con-
text and the structured DataType can be constructed in a way that the Server does not have
to convert the data and can pass directly to the specific Client that can directly use them.

The disadvantages are that the generic Client might not be able to access and interpret the
data or has at least the burden to read the DataType Definition to interpret the data. The
structure of the data is not visible in the AddressSpace; additional Propertiesd escribing the
data structure cannot be added to the adequate places since they do not exist in the
AddressSpace. Individual parts of the data cannot be read without accessing the whole data
structure.

BaseVariableType Structured DataType.
E.g. {boolean, String, INT16}

v &5 MyStructuredDataType
@ myVarl [Int16]
@ myVar2 [String]
@ myVar3 [Boolean]

HasTypeDefinition

Simple Var 123 ,has DataType"

Instance

Structured DataType and a complex VariableType

The third approach combines the other two approaches Object instance to group simple Vari-
ables (2 56) and Structured DataType and a simple Variable using the DataType (Ed 57).
Therefore a specific Client can access data in its native format in a transactional context,
whereas a generic Client can access simple DataTypes of the components of the complex Vari-
able.

The disadvantage is that the Server must be able to provide the native format and also inter-
pret it to be able to provide the information in simple DataTypes.

complex VariableType Structured DataType.

E.g. {boolean, String, INT16}

simple Var 1

n None structured DataType.
:
HasTypeDefinition P e.g. BOOLEAN, String, INT16,
simple Var 3 LocalizedText, ...
Simple Var 123 J  has DataType*
Instance

simple Var 1 . has DataType”

simple Var 2  has DataType*

simple Var 3 ,has DataType"
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Controller: OPC UA Server

OPC UA Server on the Lenze Controller
This documentation describes the OPC UA Server functionality on the Lenze Controller.

A general introduction to OPC UA as well as the support of OPC UA in the Lenze system can be
found in the following document:

B OPC UA System
The OPC UA Client is available as PLCopen function blocks for the PLC application.

Further information can be found for the L_IOCP_OpcUaClient library.

OPC UA Server profiles and functions

The Lenze OPC UA Server on the controller supports the following profiles, functions:

Profile / Function Controller OPC UA Server
UA Server Profile Embedded certified
Data Access - Lenze Parameters no
Data Access - PLC yes
Methods - PLC yes (from Version V01.09.)
Events yes (from Version V01.09.)
A&C Planned
Historical Access Planned
Transportation UATCP UASC UA-Binary
User management yes
Security None
Basic2565ha256 Sign
Basic2565ha256 Sign&Enc.
Aes256_Sha256_RsaPss (from Version V01.09.)

OPC UA Server Capabilities

The Lenze OPC UA Server on the controller supports the following service capabilities. The
individually listed capabilities have the limit named here. Depending on the combination and
utilization of these capabilities, as well as the utilization of the CPU due to the PLC application
and other processes on the controller, the controller may reach its performance limit.

This must be considered during project engineering.

Service c4xx Controller c5xx Controller

Max. Number of instance nodes No limit

(in instance model per namespace) (in the PLCopen instance model)
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Service c4xx Controller c5xx Controller

Max. Number of nodes 12010

(in type model per namespace)

Max. Number of variables 10008

(in type model per namespace)

Max. Number of references 20020

(in type model per namespace)

Max. Number of dimensions 10008
(in type model per namespace)
Max. Number of User Sessions 41 61
SessionTimeOut 15 minutes
Max. No. of subscriptions per session 10 16
Max. Number of 1000 2000
Monitored Items per Subscription
Max. Sum Number of Monitored Items 4000 8000
1200 for Engineering Access 1400 for Engineering Access
Max. Sum Number of Subscriptions 10 16
+2 for Engineering Access +4 for Engineering Access
Min. publishing interval 100
Min. sampling interval 100
Max. Que size 1
Max. Monitored items per call 1000 2000
Max. Nodes per browse 100
Max. Nodes per read 100
Max. Nodes per write 100
Max. Nodes per register nodes 100
Max. Nodes per trans.Bro.PathTolD 100
Max. Array Length 65535
Max Number of Nodesets 10
Max. Event Queue 11
1) One client connection (session) is included in the basic setup of the OPC UA Server. Additional sessions are subject to
license

The Lenze OPC UA server on the controller can be reached under the Ethernet TCP port 4840
of the controller.

It can be identified in the system under the following ApplicationUri:
* Lenze Controller OPC UA Server@<host name of the controller>
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A client can access the PLC via the OPC UA server on the controller. It is also used for Lenze's
internal engineering access from the EASY Starter. The following table provides an overview

of the namespaces stored for this purpose.

Namespace

Description

http://opcfoundation.org/UA/

Base OPC UA information model with all standard types

urn:<hostname>:Lenze:< devicename>:0PCUA:Server

Lenze Base OPC UA Information Model

http://opcfoundation.org/UA/DI/

Information model for OPC UA for devices (Device Integration).

http://PLCopen.org/OpcUa/IEC61131-3/

Information model for PLCOpen. Contains all generic types from
the specification

urn:Lenze:PLCOpen

Information model for mapping the PLC program to the
PLCOpen specification. Contains all types and objects needed
for the PLC program.

urn:Lenze:Enginering:Base

Internal basic information model for all engineering interfaces

urn:Lenze:Engineering:Parameter Manager

Internal information model for Parameter Manager Interface

urn:Lenze:Engineering:EtherCAT

Internal information model for EtherCAT

urn:Lenze:Engineering:Filesystem

Internal information model for file system access

urn:Lenze:extended_server_diagnostic

Internal information model for extended server disgnosis
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Lenze OPC UA and customer-specific client connections

OPC UA is not only used for customer-specific client-server connections, such as the con-
nection of the controller to an MES system. Lenze-specific client-server connections are also
provided via OPC UA. These include:

e FAST Ul Runtime as OPC UA Client to the Controller as OPC UA Server

* x500 as OPC UA client to the Controller as OPC UA server

e EASY Starter as OPC UA Client to the Controller as OPC UA Server

e Sex wo aiguration X
= ) oPauA_symbogrouos. T+ N view
= > 1) Device [conected) (Controler c550) |
q Dheree by the IEC cod. Reaing and writng o temmay
FAST Ul Runtime = Binciesc
= ——— -I = © Application [stop] Symbol ¢ N vew + {#510d_asetsngs + ¥ | | (3| | 2] | X | Confirt J
ey Mansger -
B ne.re ore T ©There are 2 confured varsbles whch Xine hange.__ — miwwge
| 2 Symbol Confiouraton  — Symbol Set 8 N view - [P¥puld | G settngs +
| FR— £_ncedby the EC code. Readng and
Symbots .
I et Symbol et C Y+ @ E
crange
| Symbols Acc Macimal  Atibute  Type
wEnn - ——— ‘
| User
EngineeringTool | _ _ _ | Specific

1 l customer
I ___J

|
I

EASY Starter1 || __ _ _ _ _ _ _ | Controller | A customer
|

|
L__ customer

If a client mentioned above connects to the Lenze OPC UA server, it is identified as a Lenze cli-
ent for internal system communication. This means that no separate OPC UA license is
required for the Lenze clients, as is the case for the additional external clients.

*1) Also the UA Expert by Unified Automation has free access to the Server, as a recommended generic OPC UA Client for
diagnosis purposes.

*2) From V01.09. it is possible to load user specific information models based on Companion Specifications.
https://www.lenze.com/de-de/service
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The following table provides a detailed overview.

Session Category Max. Sessions Clients Model Access
c4xx c5xx

Lenze Engin- 1 2 EASY Starter internal engineering / parameter -

eering Clients Firmware loader model
Application Loader

Lenze System Cli- 3+ lany 3+ 2any 1 x FAST Ul Runtime PLCopen Model

ents 1 x x500 User specific Model
1 x UA Expert
2 x any other Lenze Client

external Clients 43) 63 external Cliente.g. other Con- | PLCopen Model
troller, MES, ... User specific Model

®

If a connection between client and server is lost, the server waits for a Ses-
sionTimeOut time until it cleans up the session and releases it for a new possible cli-

ent connection. The advantage is, if the old client comes back during this time, the

previously created settings like "registered nodes" and "subscriptions" are preserved
for it. The disadvantage is that another client cannot reassign this session during the
SessionTimeOut time.
3) One client connection (session) is included in the basic setup of the OPC UA Server.

Additional sessions are subject to license.
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Configuration and Diagnosis

The Lenze OPC UA Server on the Controller can be configured and diagnosed via Lenze para-
meter. These parameters are available in the »PLC Designer«, which provides an entry point
for OPC UA.

The configuration and diagnosis parameter are divided into three sections.
e Server state, capabilities, resources

e Server information modelling

* Session management

»:, Unbenannt11 project* - PLC Designer 3.26.0 (InternalTest - Manufacturer license)

File FEdit View Project Build Online Debug Tools Window Help

NS E & o Ty - |8 | O T
Devices v # x| 7 uaserver x
B T — ~||E senverstate, capabiies, resources
= 1 Devie (Controler ¢550)
= @0 Picloge -
o - SOPC UA
() Library Manager
5] PLc_pRG (RG) @ conceled
as
% 5ymbol Configuration <\ The accesshity of the OPC UA Server
3 Symbol Configurt @ rauies 1) depends on the cuent settings of the
=@ Task Configuration e
= & ManTask
8] PLC_PRG
rameterEditor (Parameter Editor) Error I @ eror

C System_Configuation (FAST System Configurator)
[0 FaST_System_Diagnosis (FAST System Diagnosis)

I~ 1.0_Moc Koppler (Coupler 1/0 mods) Hex ved
3 AxesGroups Subsariptions m ] m
3 Vrtualaxes Moritored tems m m
= @ EtherCAT Master (EtherCAT Master)
i Controller_Sync_Device (Controller Sync Device)
= OPC_UA (OPC UA Connectivity) New server settings Active server settings
"B UA_Server (OPC UA Server) @ min.pubishingintervall  [T][100 | ms m ms
Min. sampling interval M0 | ms o ms
B Sserver information modelling
PLCopen New server settings Active server settings
® Array expanson [M)[ensbed 12 m
@ Resource utiization o @ >a0%
User specific
© Resource uthzaton o] @ >oo%

B Session management

Additional to the »PLC Designer«, following engineering tools are recommended for diagnosis
purposes.

e »EASY Starter«, for general Lenze parameter access.

e UA Expert by Unified Automation, for generic OPC UA Server interaction and diagnosis.

e Add the "Server Diagnostics View" Document.
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Server state, capabilities, resources

Server State

The Server State parameter [0x2473:001] provides the state of the Lenze OPC UA Server
according to the OPC UA specification Part 5 — "ServerState".

Server Error

The Server Error parameter [0x2473:002] provides the current Lenze error code of the OPC
UA Server. The error code and countermeasures are listed in chapter OPC UA Server error
codes and countermeasures (L 65).

Controller logbook

The Lenze OPC UA server reports its states to the controller logbook, which can be accessed
via Lenze engineering tools such as EASY Starter or »PLC Designer«.

BE ST 48 ®d 4.9 D ==
£8 2182 -

Do ot Doy i b e by ==
e

13 omn 850 P V31 7 - T )
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OPC UA Server error codes and countermeasures

The Lenze OPC UA Server can send the following messages to the controller logbook. Further
notes on the error and corrective measures are described here.

ErrorCode Description
Type
0x1301 Out of memory
Error Cause Not enough memory
Remedy Reduce the number of symbols in the symbol configuration in the PLC Designer. Further
information about the handling of required resources for the PLCopen namespace can be
found in chapter Resource requirements in the server address space (L1 83).
0x1302 Failed to update address space
Error Cause The address area "PLCopen" could not be updated
Remedy Reduce the number of symbols in the symbol configuration in the PLC Designer. Further
information about the handling of required resources for the PLCopen namespace can be
found in chapter Resource requirements in the server address space (2 83).
0x1303 Internal error
Error Cause An internal operation has failed
- Firmware / server configuration inconsistent
- Hardware error
- RAM/ internal flash memory not sufficient
- Configuration or certificate data not valid
- PLC project or runtime dependency, if applicable
Remedy Device restart / Update device firmware / Contact support and have trace created
0x1304 Nodesetfile %s could not be found
Error Cause Referenced Nodeset file can’t be found.
Remedy Nodeset file must be stored under /sdcard/plc/prg/pta/opc_ua_server/
Check Nodeset file name in Mapping file.
0x1305 Mappingfile at line %s, column %s is erroneous
Error Cause Content of Mapping file is invalid.
Remedy Check mapping information in mapping file.
0x1306 Mappingfile includes more nodesets than supported
Error Cause The mapping file configures more nodesets than are supported.
Remedy Reduce the number of nodesets according to chapter OPC UA Server Capabilities (E- 58).
0x1201 Update of address space is incomplete
Warning Cause The address area e.g. "PLCopen" is incomplete
Remedy Reduce the number of symbols in the symbol configuration in the »PLC Designer«. Further
information about the handling of required resources for the PLCopen namespace can be
found in chapter Resource requirements in the server address space (1 83).
0x1202 Client user authentification failed
Warning Cause Client user authentication has failed.
Remedy Check user administration within PLC Designer (check existence of user and its password).
Are the OPC UA client credentials correct?
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ErrorCode Description
Type
0x1203 Client (%s) operation %s failed with status code %s
Warning Cause The client (e.g. urn:CDE279763:UnifiedAutomation:UaExpert) operation "Read" failed
with status code e.g. "BAD_NODEID_UNKNOWN".
Remedy Check existence of nodes and client rights.
PLC project = Check symbol configuration and PLC status
0x1204 Too many Client requests on subsystem %s
Warning Cause The subsystem cannot handle all client requests.
Remedy Check client interaction (check session count or access frequency).
DOS attack?
0x1205 Client access denied on subsystem %s
Warning Cause Unauthorized access to parts of the information model was detected and denied.
Remedy Check client rights.
Match with error code "Client Operation Failed" 0x1203
0x1206 Client has been rejected because the certificate is not trusted
Warning Cause Client connection was rejected by the server due to untrusted client certificate.
Remedy Open PLC Designer security screen and check certificates.
Trust or update the client certificate.
0x1207 Needed %s element for mapping of %s is missing or erroneous.
Warning Cause The mapping file contains incorrect entries (e.g. missing elements that are needed, wrong
values like data type or Nodeld).
Remedy Correct mapping file and add/correct missing element.
0x1208 Namespace-ID for namespace-uri %s could not be found
Warning Cause The namespace uri for a mapping element is incorrect and cannot be mapped to the
server's namespaces.
Remedy Check and correct namespace uri
0x1209 Nodeid for csv name %s could not be found
Warning Cause The placeholder keyword for the nodeid is incorrect and could not be found.
Remedy Check placeholder keyword or update CSV file.
0x1210 Nodeid %s of element %s not valid
Warning Cause The Nodeld is either empty or has an incorrect value that does not comply with the Opc
Ua specification (e.g. wrong identifier type).
Remedy Check Nodeld and align with the Nodeset.
0x1211 Element % is missing for mapping of %s. Skipping element
Warning Cause The mapping file contains a mapping element where the ParameterElement or Vari-
ableElement is missing.
Remedy Correct mapping file and add missing element.
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ErrorCode Description
Type
0x1212 CSV-File %s could not be found
Warning Cause Referenced csv file can’t be found.
Remedy csv file must be stored under /sdcard/plc/prg/pta/opc_ua_server/
Check csv file name in mapping file.
0x1213 CSV-File %s at line %s is errornous
Warning Cause The CSV format of the CSV file is incorrect.
Remedy Check CSV file again.
0x1214 Namecollision for %s in csv file %s
Warning Cause There are several entries with the same name in the CSV file.
Remedy Fix name collision.
0x1215 The arguments of the node %s of the Mappingfile do not match the arguments of the nodeset file. Skipping
Warning | element
Cause Replace first argument with placeholder if necessary (methodargument, eventargument).
The mapping file does not match the nodesets. Maybe different versions were used
where the arguments do not match.
Remedy Align mapping file and nodeset file and check methods/events
0x1216 The notifier %s for the node %s could not be found. Setting notifier to server node
Warning Cause The Nodeld of the notifier could not be found in the nodeset.
Remedy Synchronize mapping file and nodeset files and check OptionalPlaceholder/Events
0x1217 The method %s was called again, before the current execution was finalised
Warning Cause A mapped method was called again before the first call was completed.
Remedy Wait until method has been finalized. Increase client timeout if necessary.
0x1218 Out of memory (%s)
Warning [ cause Not enough memory
Remedy Reduce number of sessions, monitored items, ...
0x1219 Internal warning (%s)
Warning Cause An internal operation has failed.
Remedy -
0x1401 Started on %s
fnfo Cause Server was started successfully.
Remedy -
0x1402 Is shutting down
fnfo Cause Server is shut down.
Remedy ¢ Device restart.
e Update device firmware.
e Contact support. Create trace.
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ErrorCode Description
Type
0x1403 Certificate store changed
fnfo Cause The certificate store has been updated.
Remedy -
0x1404 User database changed
info Cause The user database has been updated.
Remedy -
0x1405 Client %s connected
info Cause Client (e.g. urn:CDE279763:UnifiedAutomation:UaExpert) has connected to server.
Remedy -
0x1406 Client %s disconnected
info Cause Client (e.g. urn:CDE279763:UnifiedAutomation:UaExpert) has disconnected from the
server.
Remedy -
0x1407 Client %s rejected
info Cause Client (e.g. urn:CDE279763:UnifiedAutomation:UaExpert) was rejected by the server.
Remedy The client connection was rejected, due to the occupied session count (all reserved ses-
sions are in use).
0x1408 Address space %s changed
info Cause The address area, e. g. "PLCopen" has been changed.
Remedy -
0x1409 The mapping was loaded. %s elements have been skipped due to mapping errors.
fnfo Cause The mapping was loaded. X Elements were skipped due to mapping errors
Remedy -
0x1410 No nodeset files are specified in mapping file. Disabling provider.
info Cause No nodeset files were specified in the mapping file. The provider is disabled.
Remedy -

Subscriptions and monitored items

As a server utilization indication, Lenze parameters are available for...
* maximum [0x2472:011] and used [0x2473:011] number of subscriptions and
* maximum [0x2472:012] and used [0x2473:011] number of monitored items.

Publishing and sampling intervall

In case of performance problems, the minimum possible publishing and sampling interval can
be increased. For this purpose, following Lenze parameter setting parameters are available...
* minimum publishing interval [0x2471:013]

* minimum sampling interval [0x2471:014]

To get the settings active, a Server restart is necessary via the parameter [0x2470:001]. After
the restart the active values are represented in the corresponding parameters [0x2472:013]
and [0x2472:014].
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Server information modeling

PLCopen

The OPC UA Server can be configured via the »PLC Designer« with a standardized information
model according to PLCopen. With this configuration PLC objects from the IEC 61131 applic-
ation are published via OPC UA.

The configuration steps for the PLCopen information model can be found under PLC applic-
ation with OPC UA access (L 73).
Array Expansion

The PLCopen information model represents IEC array elements as individual nodes. This array
expansion is enabled [1] by default. It supports older Clients that don’t offer the feature of
array complete access. If the Clients supports array complete access, the array expansion in
setting parameter [0x2471:051] can be disabled [0] to reduce the complexity of the UA
namespace and the memory consumption.

To get the setting active, a Server restart is necessary via the parameter [0x2470:001]. After
the restart the active value is represented in the corresponding parameters [0x2472:051].

For further information how arrays are modeled, see Array IEC type mapping (E2 76).

Resource utilization

The number of various IEC types, which should be represented in the automatically generated
PLCopen namespace utilizes the resource.

When the percentage value of the resource utilization parameter [0x2473:052] approaches
100% the resource limit is reached. Use the controller logbook for detailed resource util-
ization information.

Counter measure is to reduce various variable types in the »PLC Designer« via the "Symbol
Configuration". Make sure to publish only necessary variables for the use case and not com-
plete function blocs with all their member variables.

For detailed information see Resource requirements in the server address space (Ed 83).

User specific
From Controller Version V01.09. it is possible to load user specific information models.

The number of nodes and used companion specifications of the user specific information
model utilizes the resource of the Controller.

When the percentage value of the resource utilization parameter [0x2473:053] approaches
100 % the resource limit is reached. Use the controller logbook for detailed resource util-
ization information.

Counter measure is to reduce the number of nodes and complexity of the user specific inform-
ation model.
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Session Management

The maximum number of sessions can be found in Lenze OPC UA and customer-specific client
connections (X 61)

The current number of active OPC UA sessions is available by the Server address space as well
as by Controller parameters. Browsepath in the address space:
* Root.Objects.Server.VendorServerinfo.ExtendedServerDiagnostics

External sessions

The maximum number of external sessions can be reduced or increased due to security, per-
formance or availability issues via the setting parameter [0x2471:103].

To get the setting active, a Server restart is necessary via the parameter [0x2470:001]. After
the restart the active value is represented in the corresponding parameters [0x2472:103].

The number of used external sessions are available in the parameter [0x2473:103]. It can be
an indicator of the Server utilization.

To know "who" is connected to the Server, the parameters [0x2473:130], [0x2473:131] and
[0x2473:132] provide the connected client Application URI.

Lenze engineering and system sessions

The number of used Lenze engineering sessions are available in the parameter [0x2473:101].
The number of used Lenze system sessions are available in the parameter [0x2473:102].

Both can be an indicator of the Server utilization.
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Generic diagnosis of the Lenze OPC UA Server

Diagnostics can also be performed via the address space of Lenze OPC UA server, for example
with a generic client like the UA Expert by Unified Automation. Standardized information is
available in the server address space under the server object in accordance with OPC UA Spe-
cification Part 5.

Project 8 x
v 3 Project
v 1 Servers
2; Lenze Controller OPC UA Server@c550-000a86b335fa
v 3 Documents
3 Data Access View

Address Space & X
€3 No Highlight -
2 Root
v 2 Objects
&% DeviceSet
&% DeviceTopology
&% NetworkSet
& Server
O Types
O Views

The object Server is defined in the OPC UA specification Part 5:
*  https://reference.opcfoundation.org/v104/Core/docs/Part5/6.3.1/

The most important diagnostic information is briefly explained below.

Server status

Under the variable ServerStatus information about the server status, the current time or also
build information can be queried.

The variable ServerStatus is defined in the OPC UA specification Part 5:
* https://reference.opcfoundation.org/v104/Core/docs/Part5/12.10/

Server Diagnostics

Under the object ServerDiagnostics and the subordinate nodes, detailed diagnostic inform-
ation of the server and the current utilization of the server capabilities can be queried. This
includes, for example:

* Listing and identification of connected clients
* Number of current sessions

* Number of aborted sessions

* Number of rejected sessions

* Number of established subscriptions

* Number of read or write requests

The object ServerDiagnostics is defined in the OPC UA specification Part 5:
®  https://reference.opcfoundation.org/v104/Core/docs/Part5/6.3.3/
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Server Capabilities

Under the object ServerCapabilities the current properties and limitations of the server can be
viewed.

For an overview of the platform dependent server capabilities and limitations available in the
Lenze system please refer to "Server Capabilities".

The object ServerCapabilities is defined in the OPC UA specification Part 5:
®  https://reference.opcfoundation.org/v104/Core/docs/Part5/6.3.2/

Namespace Array

Under the variable NamespaceArray you can see under which index the OPC UA Server has
loaded the current namespaces. All nodes in the address space of the server are assigned to a
namespace. Via the displayed NamespaceUri you can also see who is the originator of the cor-
responding namespace.

The variable NamespaceArray is defined in the OPC UA specification Part 5:
*  https://reference.opcfoundation.org/v104/Core/docs/Part5/6.3.2/

In addition to the basic standard namespaces of the OPC UA Foundation, there are embedded
namespaces for mapping the PLC application according to PLCopen and the non-public Lenze
internal engineering access.
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PLC application with OPC UA access

The Lenze OPC UA server on the controller offers the possibility to publish variables of the PLC
application according to the PLCopen Companion Specification. This serves various use cases
such as the connection of the application to a visualization or to an MES system.

HThis chapter describes the configuration of a standardized PLCopen information model for
publishing PLC variables.

based on Companion Specifications. This approach enables the representation of
OPC UA Methods and Events. For this see Import and map information models ([
95).

® The Lenze OPC UA Server is also able to import user specific information models

PLCopen Companion Specification

The PLCopen Companion Specification describes in a generic way how a PLC application is rep-
resented in an OPC UA information model.

OPCUA
Informationmodel

IEC PLC Application

PLCopen

Companion
Specification

Here, the specification not only addresses the pure representation of IEC variables, but also
describes the embedding of the application in the controller system, such as task assignment.

The following figure from the specification shows an example for OPC UA object and variable
instances of a controller with PLC application and application specific types.
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FolderType:
Root
o ) FolderType: o )
rganizes ] rganizes-
< Objects gan

DeviceSet

Comficuration_PLC_Z345:

PLC1
Orgahizes
Resource_CPU_A100:
e -C PU1

Resource_CPU_A100:
CPU2

HasLocalvars—+ bLocalMain

FB_MotorControler:
Motor1

|—HaslInputvars——- ninput

HasOutputvars———  fOutput

HasLocalvars—+  blLocal

FolderType:
GlobalVars nGlobal1

nGlobal2

Figure from PLCopen Companion Specification

Detailed information can be found in the PLCopen Companion Specification at the following

link:

*  https://www.plcopen.org/system/files/downloads/plcopen _opcua_information_model
for iec_61131-3 version 1.00.pdf

The following chapters describe the most common IEC types and their mapping in OPC UA.
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Mapping of primitive IEC types

The following tables show how IEC types are represented as OPC UA types according to the
PLCopen Companion Specification.

IEC OPC UA PLCopen Companion Comment
Data type Data type Specification Data type

BOOL Boolean -

SINT SByte -

USINT Byte -

INT Intl6 -

UINT Ulntl6 -

DINT Int32 -

UDINT UInt32 -

LINT Int64 -

ULINT Uint64 -

BYTE Byte BYTE

WORD Ulntl6 WORD

DWORD UInt32 DWORD

LWORD Uint64 LWORD

REAL Float -

LREAL Double -

STRING String STRING

CHAR Byte CHAR

WSTRING String -

WCHAR Ulntl6 WCHAR

DATE_AND_TIME DateTime DT

DATE DateTime DATE

TIME_OF_DAY Ulnt32 TOD

TIME Int64 TIME

LDATE Int64 LDATE Not supported
LTIME Int64 LTIME

LTOD Int64 LTOD Not supported
LDT Int64 LDT Not supported

To give the user a clearer representation of the data types, new OPC UA data types have been
added to the PLC Open specification. These are each derived from the original OPC UA data
type and only serve for a better overview.
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Array IEC type mapping

In IEC programs arrays can be defined as variables.

Devices v R x [5] PLCPRG X
=) Untitedi hd
= 1)) Device [connected] (Controller c550)
= @0 pLcLoge
= € Application [stop]
) Lrary Manager
5] pLe_pre Pre)
®:5 symbol Configuration

= & Myamy ARRAY [0..] OF INT
® Myarray[0] T

0
T 0
* Myamay[2] T 0

mr 0

In principle, these IEC arrays can also be mapped directly to OPC UA variables, whereby the
OPC UA variable reveals the structure of the array via additional properties.

According to the PLCopen Companion Specification, an OPC UA array node has the following
additional properties:

* Dimensions

* IndexMax

* IndexMin

The following describes how IEC arrays are represented and accessed in the Lenze OPC UA
information model.

The option can be selected via the parameter [0x2471:051]. For this, see also in Server inform-
ation modeling (L 69).
Array Expansion enabled [1] (default)

Each IEC array element is represented as a separate node in the OPC UA information model.
Especially older OPC UA clients only support this access option.

The advantage of this option is that especially older OPC UA clients only support this access
option. In addition, a targeted reading and writing to an array element is possible.

The disadvantage of this option is that the information model becomes very complex and,
depending on the array size, a corresponding number of nodes is required.

‘Address Space & x| Data Access View

| No Highlight MRS Server Node Id DisplayName ~ Value  Datatype
v & PLC_PRG A|11 Lenze Controller ... NS4IString]ivar|c500.Application PLC_PRG.myAray[0]  myArray(0] 0 Int16
v @ myAmay 2 Lenze Controller .. NS4iString|lvarlc500.Application PLC_PRG.myArray[1]  myArray[1] 0 Int16
3 LenzeController .. NS4[String|lvar|c500.ApplicationPLC_PRG.myAmayl2]  myArray(2] 0 Int16
 Dimensions
# IndexMax
@ IndexMin
8 myAmaylo]
@ myArray(1]
@ myArray[2]

@ mudreaul]

IEC variable = myArray : ARRAY [0..9] OF INT;

Required number of nodes = 14 (1 for the array itself and 3 for the properties and 10 for the
array elements)
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Array Expansion disabled [0]

Here the entire array is represented only as a central node with its properties. The individual
array elements [0], [1], ... [n] are not available in the OPC UA information model as separate
nodes.

The advantage of this option is a minimization of the required OPC UA nodes in the inform-
ation model and thus a lower complexity.

The disadvantage of this option is the handling and interpretation of the central array node on
client side. This is defined in Part 4 Services of the OPC UA specification.

(Adress Space & x| Data Access View o
3 No Highlight MRS Server Node Id Display Name Value Datatype

v & PLCPRG ~|[1 Lenze Controller .. NS4istrinallvaric500 ApplicationPLC_PRG.myArray myAray 0000000000} Int16

@ myAmay
'S SupportedTypes [ edit Value X

4 RevisionCounter

# SerialNumber Name | Value

4 SoftwareRevision v Int16 Aray(10]

& Tasks )

© SupportedTypes o

@ RevisionCounter 2o
- ma

IEC-Variable = myArray : ARRAY [0..9] OF INT;

Required number of nodes = 4 (1 for the array itself and 3 for the properties)

Structure IEC type mapping

In IEC programs structures can be defined as types (DUT). Instances formed from these are
mapped as individual variables with their member variables.

Devices - 8 x| [ PR x
= unoteds 7‘ Device Application PLC_PRG
- J_‘]‘"D:: uemected) (Conroe c550) Expression Type Value Preparedvalue  Address Comment
< B P lope
= # msna Stuctres
~ ) Application [stop] L

- » wart nr 0

'$ Structre1 (STRUCT) s -

P e

[8] pLc_pre (re)

# 2 5 ymbol Conigrstion

These IEC structures are also represented in the OPC UA information model as individual vari-
ables with their subordinate member variables.

|address Space 8 X Data Access View o
<5 1o Highight - Server Nodeld Display Name Value Datatype
v & PLC_PRG Al Lenze Controller... NS4|String|Ivaric500.Application.PLC_PRG.MyStruct ~ MyStruct Double click to display value ExtensionObiject
v @ Mystruct
P, £t Vae x
@ iVarl Name Value
© SuppartedTypes v ApplicationStructure1__| - Structure DataType
9 RevisionCounter N
9 SerialNumber a2 tase
9 SoftwareRevision

The IEC type information is also available in the OPC UA information model. The cor-
responding OPC UA structure type is a derivative of the OPC UA DataType Structure and is
available in binary format on the server.
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Enum IEC type mapping

In IEC programs enums can be defined as types (DUT). Instances formed from these are
mapped as individual variables.

Devces < 3 X[ PLCPRG x % Emumi
=) wnoteds B3| ocvice Appiication.ic_pro
ﬂu::[“'“w(w"*dm | Expression Tpe Value Prepared v Address Comment
= B0 PLcioge
MyEnum s eNumTexo
- > Application [stop] || ™
42 Enum1 (ENUM)
) Liorary Manager
(5] PLc_pRa GRG)
2 Symbol Configuration

These IEC enums are also represented in the OPC UA information model as individual vari-

|Address Space 5 X Dot Access View °
< o Highlght o # Server Node Id Display Name Value Datatype

v & PLC_PRG A1 Lenze Controller... NS4IStringllvarlc500Application.PLC_PRG.MyEnum  MyEnum 0 leNumTexto) 2] 1nt32
@ MyEnum 0 (eNumText0)

> &3 SupportedTypes 1 (eNumText1)

 RevisionCounter 2 eNumTex2)

The IEC type information is also available in the OPC UA information model. The cor-
responding OPC UA Enum type is a derivative of the OPC UA DataType Enumeration. These
types have a property with listing the possible values and their string equivalents.

Function block IEC type mapping

In IEC programs function blocks can be defined as types (POU). Instances formed from these
are mapped as individual variables with their member variables.

Devices ~ 8 x| 5 PceRG x
=) tnoteds =
ﬂu:: [connected] (Controller c550) Expression Type Value Prepared value Address Comment
-8 oy
= 0 me Fo1
- Applcation [stop] *
# Varln wr 0
0 Lbrary Manager .
7 ® varout wr 0
0 i) Vevid .
5] Pic_pre PrG) ML Ll
3 symbol Configuration

These IEC function blocks are also represented in the OPC UA information model as individual
variables with their subordinate member variables. Unlike structures, the member variables
of function blocks are referenced in the OPC UA information model after their declaration, for
example as input or output variables.

|Address Space 8 X Dota Access View )
< 1o Highight o[+ Server Node Id Display Name Value Data
v & PLCPRG A1 Lenze Controller... NS4iString|lvar|c500.ApplicationPLC_PRG MyFbarin Varin Int16
v & Myfb 2 Lenze Controller. 00. “PRG Varlntemal 0 Int16
& vain 3 Lenze Controller... NS4fStringllvarlc500 ApplicationPLC_PRGMyFbVarOut  VarOut Int16
@ Varntemal
@ Varout References n
> © SupportedTypes & vl &l @ Fovard - °©
4 RevisionCounter Reference Target Displayhi
@ SerialNumber e .
4 SoftwareRevision HasTypel o inition V"‘
& Tasks Ha;gum = avlg
& SupportedTypes HasOutputVars Varout
HasLocalVars Varlnteral
# RevisionCounter

The IEC type information is also available in the OPC UA information model. The cor-
responding OPC UA type is a derivation of the OPC UA CtriIFunctionBlockType, which is defined
in the PLCopen Companion Specification.
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Configure PLCopen information model

The PLCopen information model can be configured and activated in a simple way. It is
explained in the following chapters.

Create PLC application

First of all, a PLC application must be created with corresponding variables that are to be pub-

lished via OPC UA.

1. Create a new controller project with the PLC Designer.

2. Create a PLC application for your use case.

3. Declare variables of different types within the PLC application that you want to publish via
OPC UA.

communication. The advantage is that it is easier for the programmer to see what is
to be released for OPC UA communication and that internal application variables are
not mistakenly accessible via OPC UA.

This can be done, for example, via a separate global variable list or via a structure
prepared specifically for the use case.

In some situation it is also helpful to copy internal application variables to variables
to be published within the PLC application. For example, if only one element from an
array is to be published, this can be copied to a separate variable especially for com-
munication. Thus, the complete array is not accessible via OPC UA.

® For complex PLC applications it is helpful to declare separate variables for OPC UA
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Configure variables for OPC UA access

In a next step the variables to be published via OPC UA have to be selected from the PLC

application. The symbol configuration is available for this purpose.

1. Insert a Symbol configuration object below the application.

2. Activate the option Support OPC UA functionalities in the dialog "Add symbol con-
figuration".

3. Open the symbol configuration in the editor.

4. Select the Create command.
The variables are displayed in a tree structure

5. Activate the variables that you want to publish via OPC UA. Set the access rights.

6. Transfer the project to the controller.

Devces < @ X || *3 Symbol Configuration x | 5] ACFRG | 5] Mi®
=D noteds ]| 1 view + [FSimutd | 3 settings - Tooks -
s
=l Device (Controler c550)
Thereare 1 ECcode. Renove...
= 80 rcroge
change

Symbols AccessRights  Maximal  Attibute  Type  Members  Comment
# F1[E) constans
4 [ (B ToConfig_Globaks
= W[ PR

7l % myrs » ) MyF8 "
8 Symbol Configuration for Data Type - o x

Symbols AccessRights  Maximal  Attribute  Type  Mem]
= @EE mwes

= ¢ varln » > INT

< @ arlnternal » > INT

% # varout » » INT

3 FaST_pachnetodeConfipuaton (L1#9)
I+ Couper 1.0 modds (Cousie 110 makis)
P
S wuslaves

= @ EtherCAT Master (EtherCAT Master)

 Controler_Sync_Devie (Contoler Sy Deve)

s
== |

Messages -Total 0 error(s), 0 warming(s), 0 message(s)

The handling of the symbol configuration is described in detail at the following link:
® CODESYS Online Help

Make sure that only the IEC variables are selected that are required for the use case
@ and are therefore also to be published. If a variable is selected in the symbol con-
figuration, the subordinate member variables are automatically activated for OPC UA
access.
If you have a user administration active on the controller, IEC variables can be
assigned to symbol groups and these in turn to user groups. Thus, a certain user has
access only to the IEC variables intended for him. For the configuration of symbol
groups see CODESYS Online Help.

Methods

OPC UA Methods are represented in the PLC application as Function Blocks with specific input
and output variables for handshaking with the OPC UA Server.

If a client calls the OPC UA Method, the Server will set the Function Block input variables, with
which the method operation can be triggered. The Function Block output variables signals the
OPC UA Server, that the operation has been finished and the calculated output values.

The Lenze IEC library L_IOSP_OpcUaServer provides for this purpose the generic Function
Block L_IOSP_MethodCall. This Function Block is used to extend an application specific Func-
tion Block with method specific input and output arguments.

The application specific Function Block (with all the input and output variables) has to be pub-
lished via the symbol configuration to grant access by the OPC UA Server.
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For further information see the L_IOSP_OpcUaServer documentation. To realize projects with
methods please contact your local Lenze sales representative.
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Events

OPC UA Events are represented in the PLC application as Function Blocks with specific input
and output variables for handshaking with the OPC UA Server.

The Function Block itself "fires" the Event and sets the Event properties via the Function Block
output variables. The OPC UA Server sends the Event notification to an OPC UA Client and
gives the "done" feedback to the function Block via the input variables.

The Lenze IEC library L_IOSP_OpcUaServer provides for this purpose the generic Function
Block L_IOSP_BaseEventType. This Function Block is used to represent an OPC UA
BaseEventType. The Function Block is also used to extend other application specific Event
types with additional properties.

For further information see the L_IOSP_OpcUaServer documentation. To realize projects with
events please contact your local Lenze sales representative.
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Resource requirements in the server address space

In the PLC Designer, variables are published via the symbol configuration and can thus be
exchanged via various interfaces such as OPC UA or also the so-called network variables.

Here the variables and the associated types of the symbol configuration are counted in the
PLC-Designer. The result is displayed in a compiler log output.

Since an associated PLCopen information model is only generated dynamically in the OPC UA
Server, a concrete determination of the required resources is not possible during offline engin-
eering.

The final resources required and any limit exceeded are currently displayed in the controller
logbook. Further information about server diagnostics can be found in chapter ??7?.

The hard limiting values refer to the type model of the Lenze OPC UA Server. Exceeding these
will result in an error message and a reset of the information model. There is no hard lim-
itation regarding the required number of nodes and references in the instance model of the
server. This means that theoretically many instances of a PLC variable type can be published
without hitting a hard limit.

However, a distinction must be made here between Struct and FB's data types in the type

model. The address area is created in two stages.

* In phase 1, all Struct data types and also enumerations are first created in the OPC UA
address space.

* In phase 2 the FB types are created in the OPC UA address range.

If an "out of memory" error occurs in phase 1, this is a serious error as it can result in severe
functional restrictions in Data Access. For example, complete access (the complete reading of
an entire data structure via a node value attribute) may then no longer be possible.

Therefore, if an error occurs in phase 1, we abort the address space creation and delete the
previously created address space completely. This results in an error.

If an "Out of Memory" error occurs in phase 2, this is unpleasant but not a serious error, since
this normally does not result in any function cuts in the Data Access. Not all FB types can be
created, but the missing type information is often not needed in the PLCopen context.

Therefore, if an error occurs in phase 2, we abort the address space creation without deleting
the previous created address space. This results in a warning.
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Resource limitations in the PLCopen type model

The controller reserves certain resources of the system for the type model. These can be
divided into different pools.

Maximum number of nodes pool = 12010

Each element in a UA address space is a node. There are different classes of nodes
(objects, variables, methods, data types). Each node class has a defined number of attrib-
utes. The maximum number of these nodes in the type model is limited.

Maximum number of variables pool = 10008

Variables are OPC UA nodes that contain a value. Variables can map primitive (bool, int, ...)
and complex types (structures). Variable types can contain further (nested) variable nodes.
The type definition of these variables is the limiting factor in the type model.

Maximum number of references pool = 20020

The basic modelling concepts of OPC UA are nodes and references between nodes. A ref-
erence is an explicit relationship (a pointer) from one node to another. The number of
used references in the type model is the limiting factor here.

Maximum number of dimensions = 10008

Variables can not only hold scalar values, but also arrays in different dimensions. As soon
as an array is present, array dimensions (ArrayDimensions) are specified (one dimension is
required per array dimension). The sum of the dimensions in the type model is the limiting
size here.

Example of required resources

Theoretical limitation for pure IEC structure types

Independent of the number of member variables.

Required per structure | Pool limit Max. 2994 structures
Node 3 12010 12009
Variables 1 10008 2994
References 5 20020 14970
Dimensions 01) 10008 0

1)

Depending on number of member variables with arrays, without arrays = 0
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This results in a maximum of 4003 different structure types until the above pools are
exhausted.

Address Space g X
£ 4: urn:Lenze:PLCOpen -

ORoot
v |3 Objects
v & DeviceSet
v & 500
w B Resoluroes
~ &% Application
¥ DeviceManual
+ DeviceRevision
» I GlobalVars
¥ HardwareRevision
¥ Manufacturer
¥ Model
« % Programs
~ % PLC_PRG
w @ myStruct_1
» @ wal
» 0 Wal2
¥ RevisionCounter
¥ Ser@aNumber
¥ SoftwareRevision
b % Tasks
> 1L SupportedTypes
» o Server
v IO Types
w I DataTypes
» #% BaseDataType
v & OPC Binary
» @ QOpclUa
» @ Qpcla.Di
» @ TypeDictionary
w @ lenze_plc_opc
& Application.MyStructType
¥ NamespacelRI
» & XML Schema
» I3 EventTypes
» I ObjectTypes
» 1O ReferenceTypes
v 12 VariableTypes
> €, BaseVariableType
» 13 Views
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Theoretical limitation for FB-only types

Example with 5 primitive member variables.

Required per FB 1) Pool limit Max. 1331 structures
Node 6 12010 8004
Variables 5 10008 6670
References 15 20020 20010
Dimensions 02) 10008 0
1) Exception are FB in FB, there are no VariableTypes but ObjectTypes needed
2) Depending on number of member variables with arrays, without arrays =0

This results in a maximum of different 1334 FB types with 5 member variables until the
above pools are exhausted.

Example with 10 primitive member variables.

Required per FB 1) Pool limit Max. 665 structures
Node 11 12010 7315
Variables 10 10008 6650
References 30 20020 19950
Dimensions 02) 10008 0
1) Exception are FB in FB, there are no VariableTypes but ObjectTypes needed
2) Depending on number of member variables with arrays, without arrays =0

This results in a maximum of different 665FB types with 10 member variables until the
above pools are exhausted.
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Remedial action when resource limits are exceeded

87

Only release the variables via the symbol configuration that you need for your use case.
Regardless of the resources required, this should be considered for security reasons.

Avoid the activation of top-level variables in the symbol configuration and thus an implicit
activation of all subordinate variables. Especially the variable budget of the "IOCon-
figGlobals" quickly reaches the resource limits.

Avoid the activation of Functionblocks of the FAST IEC Libraries. Technology Modules and
Motion FB’s are internally very complex and have therefore a complex type definition with
several needed subtypes of structures. Even if you want to publish a single boolean vari-
able like "xError" from a functionblock, the whole functionblock type definition with all the
subtypes is needed in the UA addressspace.

For complex PLC applications it is helpful to declare separate variables for OPC UA com-
munication. The advantage is also that it is more manageable for the programmer what
should be released for OPC UA communication and not mistakenly internal application vari-
ables are accessible via OPC UA.

This can be done, for example, via a separate global variable list or via a structure pre-
pared specifically for the use case.

In some situations it is also helpful to copy internal application variables to variables to be
published within the PLC application. For example, if only one element from an array or an
axis data structure is to be published, this can be copied to a separate variable especially
for communication. This means that the complete array or axis data structure is not access-
ible via OPC UA.
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Symbol groups

The variable household that is to be published via OPC UA can be divided into groups, which
in turn can be assigned to user groups. Thus, a certain user has access only to the IEC vari-
ables intended for him.

A schematic representation of this relationship can be found in the following figure as an
example.

PLC Application Symbol Configuration User Groups User

- Symbol Group UserGroup | | | | User
IEC-Variable 1 A Administrator Admin
IEC-Variable 2

|

Symbol Group | || UserGroup User
IEC-Variable 3 B x Y
[ User

IEC-Variable 4 Symbol Group User Group

The activation of the device user management with users and user groups is a prerequisite for
the use of symbol groups. The configuration of the device user management is explained
under the following link:

* CODESYS Online Help

The creation of symbol groups with IEC variables as well as the assignment of rights with
regard to device user management is explained under the following link:
®  CODESYS Online Help

When changing existing symbol groups and assignments to user groups, make sure that this is
also properly transferred to the controller and activated. This is at least the case after an
"online change" or project download.

wea VA
U The following is an example of how to configure the user administration and symbol groups:

1. Create a PLC application on a c550 with various variables that are to be pub-
lished via symbol groups.

Devices * 1 X [jl Device PLC_PRG X
=5 OPCLA_Symbolgrovps - 1 PROGRAM FLC_FRG
= [ll Device (Controller c550) =] = VAR
= @l] PLC Lagic 3 iVariable 1 : INT;

4 iVariable_2 : INT;

=1} Applicati
ws Application iVariable_3 : INT;

m Library Manager -

€ iVariable_4 : INT;
PLC_PRG (PRG) 7 END VAR B
= @ Task Configuration -
= @ MainTask
8 pLc_PRG

[l Coupler _I_0_moduls (Coupler IO moduls)

‘& AxesGroups
2 Virtualaxes
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2. Add a symbol configuration and activate "Support OPC UA Features" and

"Enable Symbol Sets".

Devices

v & X|| [ Device FLCPRG "™ Symbol Configuration x

=) oPCUA_Symbolgroups
=l Device (Controller c550)

View =

Build Settings - | Tools ~

Changed symbol configura ]|  Support OPC UA features
= PLC Logic
al 0 < i Symbols <13 Indude Comments in XML ember
= Application
- L Constants | 7] Incude Node Flags in XML
Library Manager -] IoConfig_Glg
PLC_PRG (FRG) + 7 PLC PRG Configure comments and attributes...
s =
3 Symbol Configuration Configure synchronisation with IEC tasks...
= @ Task Configuration Onti dL ¢
imized Layoul @
= @ MainTask P ¥
@ PLC_PRG [T} Use empty namespaces by default (V2 compatibility)
[l Coupler_I_0_moduls (Coupler 1/0 maduls) D Enable direct /O Access
AxesGroups
3 P Indude call information in XML
B VirtualAxes
Enable Symbol Sets
3. Create symbol groups and assign different variables to them.
Devices - 3 x Ejl Device PLC_ PRG /™2 Symbol Configuration X
=13 OPCUA_Symbolroups ~ || ¥ view - | ¥ Buid | [ Settings ~ Tools ~
= ]l Device [connected] (Controller 550) P
= B PLCLoge #)There are 3 configured variables which are not referenced by the IEC code. Reading and writing to them may not have the desired effect(s). | Remove...
= £ Application [stop] Symbol Set A <[4 (@ [#] [% | | configure symbol Richts ...
(i) Library Manager Changed symbol configuration will be transferred with the next download or oniine change
PLC_PRG (PRG) Symbols AccessRights  Maximal  Attribute  Type  Members  Comment
2 Symbol Configuration -
= Task Configuration
& *.[7][5] 1oconfig_clobals
=3 2 MairTask
&) pLC_PRG - fLerRe
|- Coupler 1.0 " (Coupler 10 modhis) # Wariable_1 % L INT
L Anupserﬁ _moduls (Coupler 1/0 modus] @ raniabie 2 e o wr
9 v_x:j I;DUDS [C] # ivariable_3 £l INT
e # ivariable_4 ] INT
Devices - 1 x Fjl Device PLC_PRG ™2 Symbol Configuration X
= ) OFUA_Symboigroups = View ~ | [#¥Buid | [} Settings + Tools +
=[]l Device [connected] (Controller c550) ~
= B PLClogc £ There are 2 configured variables which are not referenced by the IEC code. Reading and writing to them may not have the desired effect(s). Remove...
=} Application [stop] Symbol Set B ~| |4 || |3 | % | configure Symbol Rights
fi] Lrary Manager Changed symbol will be transferred with the next dowlaad or anline change
PLC_PRG [PRG) Symbols AccessRights  Maximal  Attribute  Type  Members  Comment
™2 Symbol Configuration % [F] [E] Constonts
= (8 Task Configuration
#-[7] [E] toConfig_Globals
= 23 MainTask < 1| ] P prc
& PLC_PRG = Nariable 1 "
|- Coupler_I_O_moduls (Coupler 1/ moduls) # Narfable_ mr
% Arerd === [ % ivariable_2 K™ INT
eshroups # Wariable_3 i K T
B Virtualxes ]
4 Wariable_4 B £ INT
4. Activate the device user management.
Devices > 1 x [ Device x ([Z] PLCPRG ™2 Symbol Configuration ]
= [ orcuA_Symboigroups ~|| Communication Settings Appications Files Log  PLCSettings PLCShel UsersandGroups  AccessRights SymbolRights # IEC Objects

=[]l Device [connected] (Controller c550)

=& pLc Logic

= €} Application

i) Library Manager

PLC_PRG (PRG)

®'2 Symbol Configuration
= (& Task configuration

=-g8 MainTask

&) PLC_PRG

Coupler T_0_maduls (Coupler 1/0 moduis)
AxesGroups
VirtualAxes

o T

[ [ | Device user: Anenymous

To get started, either connect to a device to upload its configuration or load a configuration from disc.

+-@  administrator

PLC Designer 3.23.0 (Single)

Currently, the user management is not activated on the
device.

‘Would you like to activate it now?

Please note; When activating the user management you will
be asked to login as "Administrator using the default
password, Then you will be asked to enter a new password.

Yes No

=88
+ 8 Developer
+-88 Everyone
+ 8 Service
€2 watch
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5. Login as User = Administrator (PW = Administrator, at first login).

Note: You will be prompted to change the password after the first login.

Devices > 3 X [{jl Device x [[5] PLCPRG  [™4 Symbol Configurabon 1
=) OPCLA_Symbolroups ~ || Communication Settings Applications Files Log  PLC Settings PLCShel Usersand Groups AccessRights SymbolRights = IEC Objects TA
=- 6l éeﬂwue (Controler c550) [@]/& 1 | vevie ser: Anonymous
= [0 PLc Logic
. To get started, either connect to a device to upload its configuration or load a configuration from disc.
=} Application
i) Library Manager -
PLC_PRG (PRG) #-@  Administrator
ns
Symbol Configuration
- Device User Logon X
= (£ Task Configuration
=% MainTask - i i
You are currently not autherized to perform this operation on the device. Please enter the name and
&) ric_rre password of an user account which has got the sufficient rights
I+ Coupler_I_0_maduls (Coupler 1/ modus)
» Axestroups Device name [Deviee (Controller c550) ]
3 VirtualAxes
Device address | |
User name [Administrator |
: password |
+- @ Administrator Operation: View
%88 Developer Object: “Device
+- @3 Everyone Cancel
+ @2 Service
& watch
Devices > 2 X [l Device x [[Z] PLCPRG (™2 Symbol Configuration ]
=5 oPQUA_Symbolgrouns -

) ibrary Manager

PLC_PRG (PRG)

™3 symbol Configuration

= (&8 Task Configuration
=-$& MainTask
@] pLC_PRG

[ Coupler_I_0_meduls (Coupler 10 moduls)
" AxesGroups
3 virtuslaxes

7. Create users and assign them

Communication Settings  Applications  Files

Log PLC Settings  PLC Shell Usersand Groups  AccessRights  Symbol Rights = [EC Objects
= m é’h"‘“ szl (e = [@] = E | vevice user: Administrator
=l pLC Logic
" Synchronized mode: All changes are immediately downloaded to the device.
= £} Application

Users

+-8  Administrator

Add Group

Name  [Group B

Group Members

[] Group Administrator
[] Group Developer
[] Group Everyane

[] Group Group A

[ Group Service:

[] Group Watch

[ User Administrator

Groups

+ 8 Administrator
+ $2 Developer
+-8 Everyone

83 Group A
* 8 service Cancel
82 watch

to user groups.

Devices

- X

=) oPeua_Symbotgroups
=[]l Device [connected] (Controller c550)
=80 pLC Logic
=} application
i) Library Manager
PLC_PRG (PRG)
Symbol Configuration
= (& Task Configuration

8.

ff] Device x [[5] PLCPRG
Commurication Settings  Applications
@ = [E | Device user: Administrator

Synchranized mode: All changes are imediately dowrloaded to the device.
Users

™3 symbol Configuration ]

Files  Log PLC Settings PLC Shell Users and Groups

Access Rights  SymbolRights ¥ IEC Objects

+-8  Administrator
=8 Usera
82 is member of group 'Group A'

=-g8 MainTask
B pLc_pra Add User X

I~ Coupler_I_0_moduls (Coupler /0 mocluls)

& AxesGroups Name Userd

% Virtualaxes Default group Group B i
Password [sasee | =

Groups

Confirm password

® @ Administrator
+- 88 Developer
+ -8 Everyone

Password can be changed by user

Password strength

83 Group A [ password must be changed at fistlogin
€2 crowd

+ 83 semice e
82 watch

Load the project onto the controller.
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9. Assign the access rights to the symbol groups.
The rights can be changed with a double click on the -, + symbol.

Devices - 3 X (]l Device X PLC_PRG ™8 Symbol Configuration
= OPCUA_Symbolgroups || Communication Settings Appiications Files  Log  PLC Settings PLC Shell Usersand Groups AccessRights Symbol Rights = IEC Objects
=]l Device [connected] (Controller c550) [l Device user: Administrator
=B pLC Logic

>0 RopbeaBam 5] Synchronized mode: All changes are immediately downloaded to the device.

(@ Library Manager Symbol Sets T

PLC_PRG (FRG) =-[3 Application Groups Access
™8 Symbol Configuration Symbol Set A Administrator -
=-[&8 Task Configuration Symbol SetB Developer -
=3 8 MainTask Everyone -

B pLc_pre Group A [+ ]

[l Coupler_1_0_moduls {Coupler /0 moduls) Group B -
"B AxesGroups Service -
B Virtualaxes Watch =

You have configured the device user management and the symbol groups on your controller.

For further offline engineering, e.g. with regard to the FAST Ul Runtime, a separate and an all-
encompassing .xml file with the assigned symbols is available for each symbol group. These
are located in the project folder on your engineering PC.

Name - Date medified Type Size

11:38 AM XML Document 1KB
2021 11:38 AM XML Decument TKB
2] OPCUA_Symbolgroups.Device. Application xml §/3/2021 11:38 AM XML Decument 2KB

=] OPCUA_Symbolgroups.Device.Application.Symbol Set Axml 8/

|2 OPCUA_Symbolgroups.Device Application. Symbol Set Bacml 8/3

Access to symbol groups with the UaExpert client

The generic OPC client "UaExpert" is with an evaluation license a freely available software of
the company Unified Automation, which you can download from the Internet.
*  https://www.unified-automation.com/products/development-tools/uaexpert.html

With this client you can connect to the Lenze OPC UA server. The following description refers
to this program. Other OPC UA clients work similarly.
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v VA
How to connect the client to the Lenze OPC UA server:

1. Start the UaExpert program.
Select the command "Server -> Add...".
e The "Add Server" dialog opens.
3. Add a new OPC-Server by double-clicking on it.

4. Enter the endpoint URL: opc.tcp://<IP address of the controller>:4840.
e Soe.g.opc.tcp://10.10.10.10:4840.

5. Select the Security Settings "None-None" and enter an appropriate user name
and password. Close the dialog with OK.

B Add Server ? >

Configuration Name |Lenze Controller OPC UA Server@c550-000a86b335fa |

Discovery Advanced

Endpoint Filter: | Mo Filter -

2, Local
b 8 Local Network
('_:‘} Microsoft Terminal Services
f_‘!} Microsoft Windows Network
€ Web Client Network
hd 8 Reverse Discovery
@ < Double click to Add Reverse Discovery... »
hd 8 Custom Discovery
@ < Double click to Add Server...
~v O opctepy//10.10.10.10
v j_J Lenze Controller OPC UA Server@c550-000a86b335fa (opc.tcp)
a None - None {uatcp-uasc-uabinary)
"y Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
# Basic2565ha256 - Sign (uatcp-uasc-uabinary)
(-) Recently Used

Authentication Settings

O Anonymous

Username |UserA | Store
Password |lllll| |
Certificate

Private Key

[] connect Automatically
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Only the symbols of the symbol group assigned to the user or user group can be

reached.
foiech & % | | server Settings - Lenze Controller OPC UA Server@c550-000a86b335f ? X
v [ Project
v [ Servers Configuration
& Lenze Controller OPC UA Server@c550-000a86b335fa Configuration Name |Lenze Controller OFC UA Server@c550-000a86b335fa
v [A Documents
[ Data Access View
Server Information
Address Space g X
Endpoint Url opc.tcp://10.10.10.10:4840
% No Highlight - 2 ‘ petepr// ‘
Reverse Connect
3 Root
~ [ Objects Security Settings
v &% DeviceSet - - .
ecuri ol one -
v & cs00 t Foley
Message Security
v -
&% Resourc_es ) e None
v & Application
@ DeviceManual Authentication Settings
# DeviceRevision . ;
Anonymous
(= GlobalVars
# HardwareRevision Username [usera | [ store
# Manufacturer
Password ‘- . ‘
@ Model
v & Programs Certificate
~ & PLC_PRG
. Private K
@ iVariable_1 =
‘@ Variable 2 Session Settings
@ iVariable_4
@ RevisionCounter Session Name urn:CDE281240:Unifi :UaExpert
@# SerialNumber
# SoftwareRevision
& Tasks
3 SupportedTypes oK Cancel
&% Server
Devices > 3 x [l Device PLC PRG B8 Symbol Configuration X
=5 OPCUA_Symbolgroups ~ || 5 view ~ | [#% Buld | [ Settings ~ Tools +
=[]l Device [connected] (Controller ¢550)
(£ There are 3 configured variables which are not referenced by the IEC code, Reading and writing to them may not have the desied effect(s). | Remove...

=-{2l) PLC Logic
= £} Application [stop]
il Library Manager
PLC_PRG (PRG)
™2 Symbol Configuration
=@ Task Configuration
=- €33 MainTask
5 pLe_pre
[l Coupler_I_0_moduls {Coupler 1/0 moduls)
"2 AxesGroups
B Virsldxes

Configure Symbal Rights ...

symbol Set A R AREZARI= A4
Changed symbol configuration will be transferred with the next download or oniine change
Symbols AccessRights  Maximal  Attribute  Type  Members
#-[[][5] constans
*[[][5] 1oconfig_Globals
= PLC_PRG
# ivariable_1 “ L NT

# ivariable_2 ] £l INT

[C] # ivariable_3 L NT

# ivariable_4 ] INT

Comment
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Data consistency

The Lenze OPC UA Server accesses the PLC variables internally and displays them in its inform-
ation model depending on the configuration.

Data consistency is only guaranteed for elementary data types up to 8 bytes in size. This does
not apply to strings. With structures and arrays, the individual underlying variables are
accessed so that these are also consistent. However, it is not guaranteed that the complete
structure or array is consistent in itself.

This data consistency on elementary data types up to 8 bytes is sufficient for the vast majority

of use cases.

* In avisualization it could happen that a value is inconsistent for a short moment. In the
next moment, however, this value is displayed correctly.

e With clock-based machines, synchronization can be guaranteed applicatively via an addi-
tional variable that is used by the server and client application for a handshake. This
means that there are no problems in this case either.
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Import and map information models

With the Lenze Mapping Editor OPC UA information models based on companion spe-
cifications can be created. The created information model can be mapped to target specific
data sources like the PLC application.

For more information on how to use the Mapping Editor, see the related documentation.

— ﬁ
R
create programm |

Information model PLC application | | josp
OpcUa
Lenze OPC UA Mapping Editor Server

map both worlds

!

H
:----I Download to OPC UA Server target |>----

The IEC library L_IOSP_OpcUaServer is available for mapping special OPC UA data such as
Methods, Events and Built-In data types to the PLC application.

L_IOSP_OpcUaServer

The following chapters describes all function blocks that are included in the "L_IOSP_
OpcUaServer" function library. The function blocks can be used to create an OPC UA Server
application that performs interactions with an OPC UA Client. The OPC UA Server application
can be mapped to an user specific OPC UA Information model based on Companion Spe-
cifications.

The following picture represents the main layers and used IEC libraries for an OPC UA Server
and Client application hosted on a Lenze Controller.

Lenze Controller Lenze Controller
with OPC UA Server with OPC UA Client
IEC L_IOSP_OpcUa L_IOCP_OpcUa|
Application Server Client
I I
| |
| |
1 s
T T
1 1
APl ‘ Symbol Configuration | Lenze Client API |
v v
| |
| |
Stack ‘ Lenze OPC UA Server F—+—--- Lenze OPC UA Client |
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In order to interact with the OPC UA Server and to map the PLC application to a user specific
information model, e. g. with OPC UA methods and events, following function blocks can be

used.

Function block

Info

L_IOSP_MethodCall

This generic Function Block is used to handle an OPC UA method in the PLC applic-
ation for a Server.

L_IOSP_ This generic Function Block is used to handle (fire) an OPC UA event in the PLC
BaseEventType application for a Server.
Data Types

The following tables provides an overview with Data Types.

Data Type

Info

L_IOSP_LocalizedText

Used to represent an OPC UA LocalizedText in IEC.

OPC 10000-3 Unified Architecture Part 3 Address Space Model Localized Text
| OPC UA Online Reference (opcfoundation.org)

L_IOSP_Nodeld

Used to represent an OPC UA Nodeld in IEC.

OPC 10000-3 Unified Architecture Part 3 Address Space Model General | OPC
UA Online Reference (opcfoundation.org)

L_IOSP_ByteString

Used to represent an OPC UA ByteString in IEC.
Core Data Types Byte String | OPC UA Online Reference (opcfoundation.org)

Enumerations

The following tables provides an overview with the used Enumerations

Enumeration

Info

L_IOSP_ldentifierType

Provides the OPC UA NodelD identifier types.

L_IOSP_StatusCodes

Provides the OPC UA Status Codes provided by the Server (-Application) for a
Client request.

96


https://reference.opcfoundation.org/v104/Core/docs/Part3/8.5/
https://reference.opcfoundation.org/v104/Core/docs/Part3/8.5/
https://reference.opcfoundation.org/v104/Core/docs/Part3/8.2.1/
https://reference.opcfoundation.org/v104/Core/docs/Part3/8.2.1/
https://reference.opcfoundation.org/v104/Core/DataTypes/ByteString/

Controller: OPC UA Server

Import and map information models

L_IOSP_MethodCall

For the execution of Methods via OPC UA the corresponding objects have to be created in the
OPC UA Nodeset as well as in the PLC project. In addition to this, both instances of the meth-
ods must then be mapped.

This generic function block represents an OPC UA Method in the IEC application, which can be
mapped to an OPC UA Server Method.

This basic function block contains all the variables necessary for the handling of the method.
In addition to this, it provides a few methods and properties that simplify its use.

L_IOSP_OpcUa_MethodCall

BOOL - xExecute xDone — BOOL
BOOL - xAbort xBusy — BOOL
xAborted — BOOL

eStatusCode — L_IOBP_StatusCodes

Inputs

If the function block is mapped, this variable is internally connected to the OPC UA Server.

Name Information/possible settings
Data type

xExecute FALSEATRUE The Method is called

BOOL by an OPC UA Client.
Request to execute
the method logic in
IEC application by OPC
UA Server.

xAbort FALSE The Method is abor-

BOOL [ ATRUE ted by an OPC UA Cli-
ent. Request to abort
the method logic in
IEC application by OPC
UA Server.

Outputs

If the function block is mapped, this variable is internally connected to the OPC UA Server.

Name Value/meaning
Data type

xDone TRUE Signals the OPC UA Server that the method logic in IEC application is done
BOOL and the output variables are calculated.

xBusy TRUE Signals the OPC UA Server that the method logic in IEC application is not fin-
BOOL ished.

xAborted TRUE Signals the OPC UA Server that the method logic in IEC application is aborted.
BOOL

eStatusCode Signals the OPC UA Server the StatusCode for the method call. This StatusCode is send to the Cli-

L_IOBP_StatusCodes L_IE1P_Error | ent.Here you can find information on error or warning messages.
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Sub-Methods

This function block provides following methods for the method operation in the PLC applic-

ation.
Name Description
Data type
StartMethod() This method is called automatically once, if the OPC UA Method is requested (xExecute
FALSEATRUE).
It is used to prepare the method operation, e. g. to initialize additional function blocks or to pre-
pare a consistent data set.
This method is optional.
ExecuteMethod() This method is called automatically cyclically, after the StartMethod() call.
Output variable: It is used to calculate the method operation, e. g. calculate a simple addition, start an internal
xComplete process, or set device parameter via an additional function block.
sooL | The cyclic call of this method is terminated if xComplete is set to TRUE (normal method oper-
ation finished by the appliaction) or xAbort is true (abort request by the OPC UA Server).
FinalizeMethod() This method is called automatically cyclically, after the ExecuteMethod() calls.
Output variable: It is used to finalize the method operation, e. g. to finalize additional used function blocks. It can
xComplete also be used for the abort handling, if requested by the OPC UA Server (xAbort == true).
BooL | The cyclic call of this method is terminated if xComplete is set to TRUE.
This method is optional.
ResetMethod() This method is called automatically once, after the FinalizeMethod() calls.

It is used to reset the method operation, e. g. to reset additional variables.

This method is optional.
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FB — OPC UA Method Handler interaction

The following figure describes the general usage of the function block inside the PLC applic-
ation and the interaction with the Lenze OPC UA Method Handler. To connect the function
block with the OPC UA Method Handler, it is necessary to publish the function block via the
symbol configuration and to map it to a specific OPC UA Method.

It is expected to extend an application specific function block with the L_IOSP_MethodCall.
The application specific function block can be enhanced with local variables for the arguments
of the OPC UA method, which must be of the same name and data type.

Sequence:

1. An OPC UA Client requests a specific Method call with any input arguments.

2. The OPC UA Server receives this call and performs a conversion and an alignment into a
generic data format to distribute it further in the system.

3. Asubsequent Method Handler stores and manages the method call, e. g. timeout hand-
ling. The Method Handler sets the function block variables, with which the method oper-
ation can be triggered (e.g. xExecute). The MethodCall InputArguments are assigned to
the functions blocks local variables (Local Vars). If a positive edge occurs on xExecute, the
arguments of the method call are provided by the Method Handler.

4. The method operation can be done in any suitable application specific IEC task. The oper-
ation may take several cycles. For the operation automatically called IEC methods are
provided. Not needed methods can be deleted.

e StartMethod()

e ExecuteMethod()
¢ FinalizeMethode()
e ResetMethod()

5. After the Start-, Execute- and FinalizeMethod operation variables are provided for the
OPC UA Method output arguments.

6. The OPC UA Server responds to the Method call of the client and the xExecute variable is
set to false.
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OPC UA Client

l MethodCall()

OPC UA Server

Intermediate System Data Layer & Method Handler

Symbol Configuration

Local Vars

AnyMethArgs AnyMethArgs

Any App MethodCall FunctionBlock extends

I
i
} Input Vars Output Vars }
L

1xExecute xDone |
i

I
! xAbort L_lOSP_MethodCall xBusy ;
i xAborted r
! |
|
} eStatusCode }
Lo

user
super”();

| StartMethod() once, optional

Vi ExecuteMethod() cyclically, mandatory

FinalizeMethod() cyclically, optional

ResetMethod() once, optional
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Method example

Add a new POU for the method

Add a new POU for the Method operation which extends the L_IOSP_MethodCall.

Devices - 0% [5] PLC_PRG X
= {3 Lintitiedt - 1 PROGRAM PLC_FRG
=l Device (Controler €550) i
= 9{[ PLC Logic : END VAR
= £} Application

“ GVL_ComponentHardware Add POU x

m Library Manager

PLC_PRG (PRG)

®18 Symbol Configuration

= @ Task Configuration
= @ MainTask
& PLc_PrRG

E ParameterEditor (Parameter Editor)
[C3] FAST_System_Configuration (FAST SystemCd ~ Type
[:7-.': FAST_System_Diagnosis (FAST System Diagnd ) Program
- Coupler _I_0_moduls (Coupler IO moduls)

@ Create a new POU (Program Organization Unit)

MName
MyAddValuesMethod

Function block
‘3 AxesGroups ©
3 Virtualaxes EExtends [L_IOSD_MemodCaII ] L
=[] EtherCAT_Master (EtherCAT Master) [implements
. [ Controler_Sync_Device (Controller Sync G [ Final [] Abstract
= fn OPC_UA (OPC UA Connectivity) )
" UA_Server (OPC UA Server) Access specifier
Continuous Function Chart (CFC)
() Function
Implementation language
Structured Text (ST) v

Add Cancel

Define local variables for the Method arguments

Define local variables for the Method arguments. The individual variable Name and Daty Type
must fit to the argument.

Add super”(); to the implementation to invoke the base function block during operation.

Devices ~ 8 X | [z] PCPRG '[Z] MyAddValuesMethod X
=3 Lntieds - 1 PUNCTION BLOCK MyAddValussMethod EXTENDS L_IOSE_MethodCall
=l Device (Controler c550) : ﬁ’ﬁ”
10 PLC Logic ) 1 vesereor
= £ Application s mowae
@ 6VL_ComponentHardware R
(i) Library Manager 2 Vara : THT:
= [E] Myaddvaluesviethod (F8) : VarB : INT:
(54 ExecuteMethod H VarC : INT.
i FinalizeMethod 1 END_VAR

[ Resetvethod
[ startrethod -
[8] rc_pre (PRG) i sueer~():
5 symbol Configuration
= (& Task Configuration
= & MainTask
&) rLc_rrG
ParameterEditor (Parameter Editor)
7] FAST_System_Configuration (FAST System Configuration)
{27 FAST_System_Diagnosis (FAST System Diagnosis)
- Coupler_1_0_moduls (Coupler I/O moduls)
'3 AxesGroups
2 virtualaxes
= @ EtherCAT Master (EtherCAT Master)
[ Controller_Sync_Device (Controller Sync Device)
= OPC_UA (OPC UA Comnectivity)
B UA_Server (OPC UA Server)
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Delete optional operation methods

The Start-, Finalize- and ResetMethod() are optional. They can be deleted if they are not
needed. They can be added again with the command "Implements interfaces...".

Devices > I X
= untted: 3
= Ell Device (Controller c550)
= [0 PLC Logic
=€) application
@ G._Componentriardare a
Library Manager
= o

[E] PcPRG '[Z] MyAddValuestethod x

FUNCTION_BLOCK MyAddValuesMethod EXTENDS L_IOSP MethodCall

VAR_INFUT
END_VAR
VAR OUTPUT
END_VAR
VAR

Vara

& Cut
By Copy
2 symbol Configuration Paste
= (3 TaskConfiguation | % Delete
= & marmask
&) pc_pre Browse

wT;
VarB : INT;
VarC : INT
END_VAR

SUPER™ () ;

[ PerameterEditor (Parameter Ed Implement interfaces...

(L] FasT_system_Configuration
Manual control

3 FasT_system_Disgrosis (FAST| =%
I Coupler_I_0_modus (Coupler 1 [z  Properties.
3 Axestroups
9 Vrtusiixes £ Add Object
= © EtherCAT Master [EthercaT v () Add Folder..
[® Controller_Sync_Device (C{ (1 Edit Object

=B 0PC_UA (PC UA Connectivity
B UA_Server (OPC UA Server

Edit Object With...

Refactoring

Implement the method operation

Implement the method operation in the ExecuteMethod() and other optional operation meth-
ods.

Finalize the cyclically called methods with xComplete := TRUE;

@ GvL_ComponentHardware
) Liorary Manager
= [E) MyaddvaluesMethod (FE)
[T ExecuteMethod
[8) PLC_PRG (PRG)
*:3 Symbol Configuretion
= (8 Task Configuration
= @ MainTask
@] pLc_PRG
L3 ParameterEditor (Parameter Editor)
L) FAST_System_Configuration (FAST System Configuration)
L) FAST_System_Diagnosis (FAST System Diagnosis)
I Coupler_I_0_moduls (Coupler 1/0 moduis)
3 AxesGroups
2 vrtualaxes
= [ EtherCAT_Master (EtherCAT Master)
[t Controller_Sync_Device (Controlier Sync Device)
= fh GPC_UA (OPC UA Connectivity)
"B UA_Server (OPC UA Server)

Devices * 8 x| [frcee [[F T
=3 Unted = i| METHOD ExecuteMethod
=l Device (Controler c550) B 2| VAR OUTROT
E 3 xComplete @ BOOL;
=Bl PicLogic
B picten END_VAR
=€ Application A

VarC := Varh + Vard;
xComplete := TRUE;

-

ethod X

Instantiate and call method function block in a task.

The created method function block must be instantiated and called in an IEC task suitable for

the

Publish method for OPC UA access via symbol configuration

PLC application.

The created instance of the method function block must be published for OPC UA access via
the symbol configuration. After the selection of the instance a "generate code" of the PLC
application is necessary.
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Create and map an OPC UA Method with the Mapping Editor

Add an OPC UA user information model below the OPC UA Server device. Create an OPC UA
Method with matching Arguments in the user information model with the Mapping Editor.
Map the previously created method function block (published via the symbol configuration) to
the OPC UA Method.

Devces ~ ® X|| 1 User_todel x
=3 Unoted: || Information Model Mapping Data Source
= Device (Controler c550)
= @0 Aclose
= © Application

@ GVL_Componentiardware

9 orory Monager

=@ et

Pl | Application

~ D Application

~ [3PLCPRG

~ {3 myAddValues

® Var
® VarB
W VarC

~ €3 AddValues @ Application.PLC_PRG.myAddValues

) ParameterEtor (Parameter Edtor)
3] FAST_ystem_Confiuration (FAST System Configuraton)
() FaST_System Diagnosis (FAST System Diagnoss)
I Coupler_1_0_modus (Coupler /0 moduls)
2 AxesGroups
2 Virtualaxes
= @ EtherCAT Master (EtherCAT Master)
b Controller_Sync_Device (Controler Sync Device)
= 0PC_UA (OPC UA Connectivity)
=" UA_Server (OPC UA Server)
2 User_Model

For further information how to use the Mapping Editor see the corresponding doc-
umentation. Mapping Editor (L2 14)
Go online and call the OPC UA Method

Download the PLC application (including the OPC UA user information model and the mapping
to the PLC) on the controller device.

Start the PLC application.

Afterwards the user information model is accessible by an OPC UA Client (e. g. UA Expert) and
it is possible to call the OPC UA Method.
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L_IOSP_BaseEventType

For the execution of Methods via OPC UA corresponding objects must be existing in the OPC
UA information model as well as in the PLC application. In addition to this, both entities must
then be mapped. This can be done with the Lenze Mapping Editor.

This generic function block L_IOSP_BaseEventType represents an OPC UA BaseEventType in
the IEC application, which can be mapped to an BaseEventType in the OPC UA Nodeset.

This basic function block contains all the variables necessary for the mapping of the event to
the OPC UA Server. In addition to this, it provides a few sub-methods for the event operation

in the PLC application.

Inputs

BOOL

xEventTriggered

L_IOSP_BaseEventType
xTriggerEvent — BOOL
EventID — L_IOSP_ByteString
Message — L_IOSP_LocalizedText
Severity —  USINT
SourceName —  String
SourceNode — L_IOSP_NodelD

If the function block is mapped, this variable is internally connected to the OPC UA Server.

Name

Data type

Information/possible settings

xEventTriggered

BOOL

FALSEATRUE

The event has been fired by the Server.

If the function block is mapped, this variable is internally connected to the
OPC UA Server.
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Outputs

If the function block is mapped, this variable is internally connected to the OPC UA Server.

Name Value/meaning
Data type
xTriggerEvent Signals the OPC UA Server that the event shall be fired.
BOOL | |f the function block is mapped, this variable is internally connected to the OPC UA Server.
EventID OPC UA specific value.1) Shall be generated by the Server application to uniquely identify a par-
L_loSP_Bytestring | ticular Event Notification.
Message OPC UA specific value.1) Shall provide a human-readable and localizable text description of the
L_IOSP_LocalizedText | Event. If not set the BrowseName will be used.
Severity OPC UA specific value.1) It is an indication of the urgency of the Event. Values will range from 1
USINT L_IE1P_Error | to 1 000, with 1 being the lowest severity and 1 000 being the highest.
Here you can find information on error or warning messages.
SourceName OPC UA specific value.1) SourceName provides a description of the source of the Event. If the
string | Event is not specific to a source the SourceName can be empty.
SourceNode OPC UA specific value.1) The SourceNode Property identifies the Node that the Event originated
L_IoSP_NodelD | from. If the Event is not specific to a Node the SourceNode can be empty.
1) For more information, see:

OPC 10000-5 Unified Architecture Part 5 Information Model Base Event Type | OPC UA Online Reference (opcfound-

ation.org)

Sub-Methods

This function block provides following methods for the method operation in the PLC applic-

ation.

Name Description

StartEvent() This method is called automatically once, if the OPC UA Event is executed by the PLC application
(xExecute FALSEATRUE).
It is used to prepare the event operation, e. g. to determine the Eventld, to initialize additional
function blocks or to prepare a consistent data input set.
This method is optional.

ExecuteEvent() This method is called automatically cyclically, after the StartEvent() call.

Output variable:

It is used to provide the event properties, e. g. getting device parameter via an additional func-
tion block for an application specific property.

xComplete
BooL | The cyclic call of this method is terminated if xComplete is set to TRUE by the application. The
OPC UA Server is triggered to send the event.
ResetEvent() This method is called automatically once, after the ExecuteEvent () calls and the OPC UA Server

signals, that the event is sent.
It is used to reset the event operation, e. g. to reset additional output variables.

This method is optional.
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FB — OPC UA Server interaction

The following figure describes the general usage of the function block inside the PLC applic-
ation and the interaction with the Lenze OPC UA Server. To connect the function block with
the OPC UA Server it is necessary to publish the function block via the symbol configuration
and to map it to an OPC UA EventNotifier in the user information model.

It is expected to extend an application specific function block with the L_IOSP_BaseEventType.
The application specific function block can then be enhanced with output variables for addi-
tional Event properties.

Sequence:

1. The event trigger decision is done by the PLC application.

2. The event operation (preparing the event properties) can be done in any suitable applic-
ation specific IEC task. The operation may take several cycles. For the event operation

automatically called methods are provided. Not needed methods can be deleted.
e StartMethod()

e ExecuteMethod()
e ResetMethod()

3. After the Start- and ExecuteMethod() operation the output variables are provided to the
OPC UA Server.

4. The OPC UA Server sends the Event to the subscribing Client.
5. To signal the application that the Event has been fired, the OPC UA Server sets the cor-
responding input variable xEventTriggered on true of the function block.

OPC UA Client

Event Notification To

OPC UA Server

‘ Symbol Configuration ‘

Intermediate System Data Layer & Event Handler

AnyEventType FunctionBlock

|
|
| Var_inputs Var_Outputs |

; ) |

applicative o ——»“ xEventTriggered xTrlggerEvent;
condition for — | lxExecute L_lOSP_BaseEventType XDone F————»

I

firing the event |

} xBusy : -
|

|

} OPCUA Message ‘»——l
} BaseEventType
| properties |
} Severity
| i
|
|
|
|
L

EventID |

SourceName}

i
SourceNode
]

Var_Outputs

AnyAdditionalEventProperties

super?();

| |StartEvent() once, optional

% ) cyclically, d. y

ResetEvent() once, optional
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Add a new POU for the event

Add a new POU for the event operation which extends the L_IOSP_BaseEventType.

v 2 x (5] PLC_PRG x
=1 Lnitkat - ! PROGRAM PLC_PRG
= Hlll Device (Controller c550) 2 VAR
= &0 pLCLogic 3
4 END VAR
- O Application )
@ 6VL_ComponentHardware| Add POU %

.Il Library Manager

[£) rLc_PRa (PRE)
®3 Symbol Configuration Create anew POU (Program Organization Unit)

= (& Task Configuration

= @ MainTask
&) pLc_PRG Name
ﬁ ParameterEditor (Parameter Editor] |My‘Eveanype| =
[ 3] FasT_system_Configuration (FAST Type
' s FAST_System_Diagnosis (FAST Sy ) P
= Coupler_I_O_moduls (Coupler 1/0
% AxesGroups (®) Function block
2 Vrtualaxes [Mextends  [L_IOSP_BaseEventType
=@ E&;.«CAT;;-lasher (EtherCAT(Masu [Jimplements
Controller_Sync_Device (Contr §
= B OPC_UA (OPC UA Connectivity) O Feal 0 abstract
‘B UA_Server (OPC UA Server) Access spedifier

Structured Text (ST)

() Function

Implementation language
Structured Text (ST) v

Define the additional event properties
Define the additional needed event properties as output variables.

Add super”(); to the implementation to invoke the base function block during operation.

Devices ~ 8 X | 5] PCPRG ' [5) MyEventType X
=3 unsitedi - 1| PUNCTION BLOCK MyEventType EXTENDS L_IOSP_BaseEventType
=Bl Device (Controller c550) ' :;_x""
=30 pLC Logic N -
_Iﬂ o] ::Dflcaﬁun 8§ VAROUTRUT
H Value : INT;
@ 6vL_Component-ardware B R
(D Library Manager N
= [E] mEventType (F8) of movar
[ Executesvent 5
W ResetEvent
[ StartEvent
[8] PLc_pra (PRG)
"3 symbol Configuration F T s 2
= (&4 Task Configuration
= & MainTask
8] pLe_PRG

[£3] ParameterEditor (Parameter Editor)
FAST_System_Configuration (FAST System Configuration)
| 3 FAST_System_Diagnosis (FAST System Diagnosis)
Il Coupler_I_0_modus (Coupler 1/0 moduis)

3 AxesGroups
2
a

VirtualAxes
] EtherCAT_Master (EtherCAT Master)
@ Controller_Sync_Device (Controller Sync Device)
= OPC_UA (0PC UA Connectivity)

A UA_Server (OPC UA Server)
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Delete optional operation sub-methods

The Start- and ResetEvent() are optional. They can be deleted if they are not needed. They
can be added again with the command "Implements interfaces...".

Devices - 3 X 8 Pcrre [5] MyEventType x
= 3 Lintiedt = 1| FUNCTION_BLOCK MyEventType EXTENDS L IOSP BaseEventType
=il Device (Controller c550) VAR_INPUT
& VAR
= 8 pcLogic -
Grcws . =] VAR_OUTPUT
= &) Application “yalue : T
GVL_ComponentHardware e
Library Manager VAR
= (5] myEventType (Fs) VAR
[ ExecuteEvent % Cut
[8] PLc_PrG (PRG) By Copy
3 Symbol Configuration Paste
- @ ;sk Configuration X Delete
= & MainTack o
&) pic_prG Browse B

3] ParameterEditor (Parameter Editor) Implement interfaces..

(L] FAST_system_Configuration (FAST S
7 FAST_System_Diagnosis (FAST Syste{ =+ Manual control
I+ Coupler_1_0_moduis (Coupler [/Omo| (=1 properties...
2 AxesGroups
S virtuslaxes 3
= [ EtherCAT Master (EtherCAT Master) [ (LD
@ Controler_Sync_Device (Control{ [{*  Edit Object
= {ih OPC_UA (OPC UA Connectivity) Edit Object With...
B UA_Server (OPC UA Server)

i Add Object
Add Folder...

Refactoring

Implement the event operation

Implement the event operation in the ExecuteEvent() and other optional operation methods.

Finalize the cyclically called methods with xComplete := TRUE;

@ GVL_ComponentHardware
@ Library Manager 1]
= [E] myEventType (F8) 2
[ ExecuteEvent 3
[8) Pic_pra (FRG) 4
™2 Symbol Configuration
= (# Task Configuration
= & MainTask
&) puc_FRG
7l ParameterEditor (Parameter Editor)
7 FAST_System_Configuration (FAST System Configuration)
2] FAST_System_Diagnosis (FAST System Diagnosis)
- coupler_I_O_moduls (Coupler I/ moduls)
3 AxesGroups
3 VirtualAxes
= [ EtherCAT Master (EtherCAT Master)
[ Controller_Sync_Device (Controller Sync Device)
= &, 0PC_UA (OPC UA Connectivity)
B UA_Server (OPC UA Server)

Devices ~ 0 x| [5) PCPRG  [[5] MyEventType [ MyEventTypeExecuteEvent X
= ) Untiteds - 1 METHOD ExecuteEvent
= [j}] Device (Controller ¢550) 8 2 VAR _QUTFUT
g i 3 xComplete  : BOOL;
=80 rci
0 P Logic -
= 1 Application _VAR

SUPER~.Severity i=
SUPER".Message . Text
Value := 42;

XComplete := TRUE;

Instantiate and call event function block in a task.

The created event function block must be instantiated and called in an IEC task suitable for

the PLC application.

Publish event for OPC UA access via symbol configuration

The created instance of the event function block must be published for OPC UA access via the
symbol configuration. After the selection of the instance a "generate code" of the PLC applic-

ation is necessary.
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Create and map an OPC UA EventNotifier with the Mapping Editor

Add an OPC UA user information model below the OPC UA Server device. Create an OPC UA
EventNotifier with matching event properties in the user information model with the Mapping
Editor. Map the previously created event function block (published via the symbol con-
figuration) to the OPC UA EventNotifier.

For further information how to use the Mapping Editor see the corresponding doc-
umentation. Mapping Editor (£ 14)

Devces T R X[ [ ACRC [ MEventypetxeatetvent | [3] MyEventiype ) 12 User_Model X -~
=3 thitedt || Information Model Mapping Data Source
= Device (Contoler c550) _
= 8 pcLoge =EDDLO + 72 0 Application
= © Application
@ 61_Componenttardware ~ 3 Root ~ [ Application
9 coory varager ~ %0 Objects ~ CIPLCPRG
= (8] meventrype ¢5)
(B ExecuteEvent ~ 8o Aliases ~ [ myEvent
B nersero) 80 MyObject 51 Event @ Value
5 symbol Configuration
= (@ Task Configwation ~ [ BaseEventType_1 @ Application.PLC_PRG.myEvent W
© manTask
TS
(03] ParameterEditor (Parameter Editor)

L) FAST_System_Configuration (FAST System Configuration) ~

) FAST_System_Diagnosis (FAST System Diagnoss)

I Coupler 1_0_modls (Coupler /0 modl)

3 Avestroes

S venalares
= EtercAT Master (EherCAT ster)

B Controller_Sync_Device (Controller Sync Device)

= B 0PC_UA (0PC UA Comectivty)

= 2 UA Servr (OPC UA Server)

2 User_Model

Go online and subscribe to the OPC UA Event

Download the PLC application (including the OPC UA user information model and the mapping
to the PLC) on the controller device.

Start the PLC application.

Afterwards the user information model is accessible by an OPC UA Client (e. g. UA Expert) and
it is possible to subscribe to the event.

If the PLC application fires the event with xExecute = TRUE, it will be sent in a notification to
the subscribing client.

[Project 8 X| DotaAccessView  EventView [x]
v B b :
v [ Severs Cxiprs -
23 Lenze Controller O o| [sener/object
<D 5 ¥ Lenze Controller OPC UA Server@c550-00086b335fa / MyObject
> % SimpleEvents
[ e (158 > @ % CondtionType
€5 | No Highight < > ® 4 AuditEventType
O Root
v £ Objects aexti
;O misses leerts |
a@
> & DeviceSet
> & DeviceTopology Events  Alarms  EventHistory
& MyObject R o3
. : ;“"““”*s" A C  Tme Severity |Server/Object | SourceName | Message Eventlype Active
erver
> & Types B0 | Lenze Controller... is is a BaseEventType_1
> © Views

Detais

a
Name Value Ca)
0:Value 3
Eventld len=16, Ox77acdafacd1 cdd3da2bdlet158baddbd
> EventType Nodeld
Message **,*Hello, this is an event..."
ReceiveTime 12:09:41,576
Severity 500
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OPC UA Security

"Safety" in the context of automation is divided into two areas
* Functional safety=»Operational safety (Keep crazy people from doing stupid things)
¢ Security=»Information security (Keep smart people from doing clever things)

The project user management, the device user management and the encrypted data
exchange by means of certificates belong to the security topic.

In the following, only the security mechanisms relevant for communication with the Lenze
OPC UA Server on the controller are explained.

* Device user management

e Certificate handling

Device user management

Device user management is used to manage a wide range of access rights to the controller:
* Go online with the PLC Designer

e Access rights to individual control objects / functions

* OPC UA communication

The activation and handling of the device user management with users and user
groups is explained in general under the following link:
®  CODESYS Online Help

Anonymous access to the OPC UA Server

If the device user management is activated, an "Anonymous_OPCUAServer" user is added to
the user management by default. Thus, it is possible to connect to the OPC UA Server anonym-
ously (without specifying user name and password). This "user" can be assigned to user
groups like any other user.

If no anonymous access to the OPC UA Server shall be allowed, the "Anonym-
ousOPCUAServer" user can be deleted from the user administration.

Devices v % X [j) Device x
= () Untitledss | Communication Settings Applications Files Log  PLCSettings PLCShel Usersand Groups AccessRights Symbol Rights
- Mpzm[m(m:sso) & [ Deviceuser: Andre
= @0 PLcLoge
o
%O Application Al o the device. This mode does not support undoing actions.
) Library Manager Users
(] PLC_PRG (PRG) # @ Andre
= 88 rconaraon .8
= & ManTask
@) picpre

(L3 ParameterEditor (Parameter Editor)
(3 FAST_MachineErrorManager (LEW)
[[3 FaST_MachineModuleConfiguration (LMH)
I Coupler_I_0_moduls (Coupler 1/0 moduls)
3 AxesGroups Groups
3 Wsikees # @8 Administrator
= @ EtherCAT_Master (EtherCAT Master) = @3 Anonymous_OPCUAServer
& Controller_Sync_Device (Controller Sync Device) 8 has user member "Anonymous_OPCUAServer'
# 88 Developer
+ @8 Service
8 watch

Device user management in the context of the PLCopen information model

Via the »PLC Designer« the entire variable household to be published can be sorted into sym-
bol groups, which in turn are accessible to defined user groups. The configuration and an
example are explained under the following link:

*  Symbol groups
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Deleting the device user management

When you try to remove the last device user in the »PLC Designer« user management, you
receive a message that this user cannot be removed. To delete the device user management
completely, you have to delete it on the SD card.

The device user management is stored on the SD card in two "hidden" files. These can be
deleted manually to clean the controller again from a previously activated device user man-
agement.

e /sdcard/plc/prg/ptal/.UserMgmtRightsDB.lcsv

e /sdcard/plc/prg/ptal/.UserDatabase.csv

e /sdcard/plc/prg/ptal/.GroupDatabase.csv

Afterwards a restart of the controller (and the PLC Designer or the project) is necessary.

Device user management is used to prevent unauthorized access (e.g. sabotage). It

@ can also be used to prevent an application from being accidentally transferred to a
protected controller. However, this does not guarantee absolute protection, since
the user administration can be bypassed, for example, via the path described.

Encryption

In addition to authentication, OPC UA communication can be encrypted. This is explained in
the following chapter:
* Certificate handling (EJ 112)
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Certificate handling

In order to exchange data with an OPC UA client in an encrypted and secure manner, the
Lenze OPC UA server requires a certificate that must be classified as "trustworthy" by the cli-
ent when the connection is first established.

The certificate handling for encrypted communication described below can be combined with
device user management (Message Security Mode = Sign & Encrypt).

For the configuration of the device user management see the following link:
*  Device user management (EJ 110)

The OPC UA certificate handling on the controller side is done via the "Security Screen" in the
PLC Designer. Via the integrated "Security Agent" general certificates of the controller can be
managed. A general description of the "Security Agent" can be found under the following link:

® CODESYS Online Help

e VA
The following is an example of how to configure an encrypted OPC UA communication:

Select the "View=»Security Screen" command.
Select the control in the left view.
¢ In the right view, all services of the controller that require a certificate are
displayed.
3. Select "OPC UA Server".

4. Generate a new certificate for the device.
5. Define the parameters of the certificate and close the dialog with "Ok".
e The certificate is generated on the controller.

@ seaurty Screen x

Ve unti
S7212022 101745390 (520 days)
0 1

6. Perform a restart of the PLC control system.

Creating an encrypted connection with the UaExpert client

The generic OPC client "UaExpert" is with an evaluation license a freely available software of
the company Unified Automation, which you can download from the Internet.
*  https://www.unified-automation.com/products/development-tools/uaexpert.html

With this client you can connect to the Lenze OPC UA server. The following description refers
to this program. Other OPC UA clients work similarly.
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v VA
How to connect the client to the Lenze OPC UA server:

Start the UaExpert program.

Select the command "Server=»Add...". The "Add Server" dialog opens.

Add a new OPC-Server by double-clicking on it.

Enter the endpoint URL: opc.tcp://<IP address of the controller>:4840 (e.g.
opc.tcp://172.31.201.183:4840).

5. Select the connection type "Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabin-
ary)" and close the dialog with OK.

el o o

Configuration Name |Lenze Controller OPC UA Server@cS50 335fa

Discovery Advanced
Endpoint Filter: |No Filter -

2, Local
&% Local Network
#% Reverse Discovery
v &% Custom Discovery
@ < Double click to Add Server... >
v O opcitcpy//172.31.201.183
v [J Lenze Controller OPC UA Server@c550-000a86b335fa (opc.tcp)
@ None - None (uatcp-uasc-uabinary)
(2} Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)
_/ Basic2565ha256 - Sign (uatcp-uasc-uabinary)

6. Select the "Server -> Connect" command. The server and client certificates are
exchanged when the session is established. First, the "Certificate Validation" dia-
log opens with an error message.

7. Check the option "Accept the server certificate temporarily for this session" and
click Continue.

8. After the connection has been established, make sure that the certificate of the
Lenze OPC UA Server is located in the "Trusted" folder under the "Manage Cer-
tificates" menu.

8 vona

Trusted

Certfcates

Staws Name Valid From Valid To Organization OrganizationUnit  Locality State d
 Trusted Lenze Controller OPC UA Server@c550-000a860335fa _ 23.06.2021 19:4... 11.062071 19:41:02 Lenze Controls Aerzen Niedersachsen D]
M Own Certificate  UaExpert@CDE281240 27.04.20210811... 26.04.2026 081319 Lenze

Vlidfrom  NedtUpdate  Organization  OrgamizatinUnit  Locally  Stte  Country  Filename ‘

[Copy Appiiction Certicate To... Create new Applicaton Certfcate.. |Open Certicate Location

&

ok

9. Inthe PLC Designer Security Screen, refresh the view (click on ).
10. Select the "Quarantined Certificates" certificate folder. In the right view the cli-
ent certificate "UaExpert@..." is displayed.

11. Drag the certificate with the mouse to the Trusted Certificates folder. The client
certificate has now been assessed as "trusted" by the Lenze OPC UA Server.

T |

ppppp

£8 Quarantned Cersfcates

12. After the certificate exchange between client and server application and the
classification as "trusted", encrypted communication can take place.
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Commissioning and device exchange with user management and certificates

When commissioning new and replacement devices, a number of setup steps must be com-
pleted for use. The measures regarding user administration and certificate handling are
described below.

General protection of the device during commissioning

The following must be observed during initial commissioning and device replacement.

For secure communication of the device with other devices, the device to be used requires a
certificate key pair that is used to secure the OPC UA communication. The procedure for gen-
erating the key pair is described in section Certificate handling.

To prevent misuse of the device by third parties, the SFTP access of the device should be indi-
vidualized. In the factory settings, the device can be changed and viewed via an access key
published by Lenze. Since this access can be used to influence secure communication via OPC
UA, this is recommended for OPC UA users.

Under the following "Application Knowledgebase" (AKB) entry we describe how to establish a
connection to a device via SFTP, as well as how to realize an initialization of the individualized
access key. This entry also contains the published key for SFTP access ex works.

*  AKB 201800294 - 950 / c5x0 / ¢750 : Software : Accessing the file system

Device replacement: Additional points to note

Since information is to be transferred from a replacement device to a replacement device dur-
ing a device exchange, information relevant for OPC UA user management is stored on the SD
card of the device. To transfer the information, the SD card of the old device must be trans-
ferred to the new device or the corresponding files must be copied from the SD card of the
replacement device to the SD card of the replacement device.

User management relies on information from the following sources.

User database

The user database stores the information about the accesses of each user who has access to
the device (Device user management).

The user administration files are located on the SD card in the path
* /plc/prg/ptal

with the names

e .UserMgmtRightsDB.Icsv
* . UserDatabase.csv

* . GroupDatabase.csv

These must be copied to the same path of the new SD card for a transfer of user rights.
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Certificates of the communication partners

To avoid having to reconfigure the associated communication partners when replacing
devices, the public keys of the certificates of the communication partners already marked as
trusted (see section 4.2) are provided on the SD card. The individual keys can be found in the
following folder on the SD card:

e /plc/.pki/trusted

The individual files in this folder represent the respective public keys of the communication
partners' certificates. To transfer the keys of the communication partners, the entire folder
must be copied to the same path on the SD card.

With this procedure, it should be noted that the own certificate required for com-
@ munication is not included (neither the public nor the private key). The private key is
bound to the device and must not be distributed further. The key combination must
be recreated as described in section Certificate handling.
* This means that the Lenze OPC Server must also be classified as confidential again
when a device is replaced on the clients.
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Starting with the firmware releases of V01.09.00.00, certificate-based secure OPC UA com-
munication security measures can be forced in the "Device" tab via "Device"—-"Change
Runtime Security Policy" of the »PLC Designer«.

[l Device X
Communication Settings  Applications  Files  Log PLC Settings PLC She

Scan Metwork  Gateway - || Device -

Options 3

Rename Active Device...
Wink Active Device

Send Echo Service...

Encrypted Communication

Change Runtime Security Palicy...

Within the Communication group the OPC UA Connection policy can be forced by selecting
"Enforced encryption" in the "New Policy" drop down menu.

Change Runtime Security Policy X
Communication
Current policy Optional encryption
Mew policy Optional encryption =

No encryption
Oitonal encriEﬁon

By selecting the "Enforced encryption" the OPC UA Server does only provide communication
endpoints with certificate-based secure communication enabled. With this particular security
measurement enabled, limitations for other tools arise. The limitations and possible mit-
igations are described in the following sub-sections.

Limitations for Easy Ul Designer

For the V01.09.00.00release the »EASY Ul Designer« is not able to use certificate-based
secure OPC UA communication.

Limitations for x4Remote (x500)

As of the V01.09.00.00 release, certificate-based secure communication with a OPC UA server
is not possible. If the X500 communication is necessary, the certificate-based secure com-
munication must be disabled until this feature is available via a x500 firmware upgrade.

OPC UA Security
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OPC UA licenses

The Lenze OPC UA Server and Client on the controller is part of the controller firmware and
does not have to be installed separately.

The following basic functionality can be used without additional licenses.
* Basic server and client function and OPC UA services.
¢ Information model according to PLCopen.
e User specific model and mapping to the PLC application (variables, methods and events).
e User management and certificates.
* Lenze internal OPC UA communication to FAST Ul Runtime and x500.
¢ See the license conditions at the corresponding Lenze product.
e Basic client function as PLCopen function blocks 1x external session to the Lenze server.
e 1x external session from the Lenze client.

The following licence package can be additionally activated via "Application Credit".

"OPC UA extended", provides...

* additional external sessions for server and client communication. The maximum number of
additional sessions is limited according to chapter OPC UA Server Capabilities (L4 58) by
the FW.

e the PubSub Feature.

Credit" are needed.

e To activate the "OPC UA extended" license on c5xx Controller 150 "Application
Credit" are needed.

¢ The activation of OPC UA licence packages can be done via the Lenze Licence
Manager.

® e To activate the "OPC UA extended" license on c4xx Controller 100 "Application
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Controller: OPC UA Client

L_IOCP_OpcUaClient for OPC UA Client communication

This chapter describes all function blocks that are included in the "L_IOCP_OpcUaClient" func-
tion library. The function blocks can be used to create an OPC UA client application that per-
forms interactions with an OPC UA server. These are ...

* PLCopen modules ("UA_" prefix),
e Lenze-specific modules ("L_IOCP _" prefix).

The following picture represents the main layers and used IEC libraries for an OPC UA Server
and Client application hosted on a Lenze Controller.

IEC
Application

Lenze Controller
with OPC UA Server

L_IOSP_OpcUa
Server

Lenze Controller
with OPC UA Server

L_IOCP_OpcUa
Client

Symbol Configuration

Lenze Client API ‘

Stack

Lenze OPC UA Server

Lenze OPC UA Client ‘

PLC Task for the Client application

The OPC UA Client Server connection is a none realtime communication. Thus, the PLC applic-
ation is not synchronized with the communication.

In order not to disturb the PLC realtime task, the Client PLC program should be executed in a
low prio task without watchdog or free-wheeling task.
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Certificate handling

The following figure describes the certificate handling between the OPC UA Server and Client
application using the UA_Connect function block.

The used SessionConnectInfo input variables in this figure are examples for an establishment
of a secure session.

| Client | | Server

1. UA_Connect request

Certificate Store Certificate Store
SessionConnectinfo. B
SecurityMsgMode := ASMM_SignEncrypt The certificate check fails own [9)
SecurityPolicy := UASP_Basic2565ha256 on client side.
CheckServerCertificate := TRUE Trusted Trusted
DisableServerCertificateHostnameCheck := FALSE " 3
Untrusted Untrusted
ErrorD = UA_SCBADCERTIFICATEUNTRUSTED. | guaratneg [3) Quaratined
2. UA_Connect request
SessionConnectinfo. The certificate check fails
SecurityMsgMode := ASMM_SignEncrypt Own on server side.

SecurityPolicy := UASP_Basic2565ha256

CheckServerCertificate := TRUE Trusted B T
DisableServerCertificateHostnameCheck := FALSE i @ al

Untrusted - [ Untrusted

ErrorlD := UA_SCBADSECURITYCHECKSFAILED Quaratined | !. Quaratined

3. UA_Connect request

SessionConnectinfo.

SecurityMsgMode := ASMM_SignEncrypt Own Own @
SecurityPolicy := UASP_Basic2565ha256 S
CheckServerCertificate := TRUE Trusted B » Jrusted
DisableServerCertificateHostnameCheck := FALSE
Untrusted J B Untrusted & 9
ft—— [ >—

ErrorlD := NoError Quaratined

L T
Quaratined | “

The certificate check on client side includes a check of the hostnames in the used
CD server certificate and the ServerEndpointUrl of the UA_Connect function block.
Normally this should match, because otherwise an attacker could use any trusted cer-
tificate to fake a server's identity.
Nevertheless, the check can be disabled by the Dis-
ableServerCertificateHostnameCheck variable. It’s useful if the IT infrastructure is not
able to resolve hostnames via DNS server and an IP address has to be used for the
ServerEndpointUrl.
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Controller Firewall

To address security concerns, the Lenze c5xx controller series includes a firewall to restrict
communication with the surrounding network. Per default the firewall is disabled, yet can be
enabled using the »PLC Designer«.

The firewall status and settings can be configured within the »PLC Designer« using
the Tab Device and the options "Settings=»Communication=»Firewall".
To change the settings the »PLC Designer« must be connected to the PLC.

Within the Firewall setting, rules for ports (UDP & TCP) can be configured to either allow,
reject or drop packages. As an OPC UA client creates an outbound connection the following
must be configured.

Handling of outbound connections

The controller firewall focuses on incoming and not outgoing connections. However, if an out-
going connection is established, in most cases a response is made, which in turn must be
taken into account in the firewall. As an example, the OPC-UA connection is considered here.
If a connection is established from controller A with an OPC UA client to controller B with an
OPC UA server, four steps in the respective firewalls of the controllers are relevant:
1. Controller A with OPC UA Client and an outgoing connection
e The OPC UA client communicates via a randomly selected dynamic port (from the
range 32,768 — 60,999). Outgoing ports are generally not blocked by the firewall.
2. Controller B with OPC UA Server and an incoming connection
¢ |n this example, the incoming connection takes place on the OPC UA server port 4840,
which must be enabled in the firewall.
3. Controller B with OPC UA Server and an outgoing connection
e The OPC UA server responds via port 4840 and creates an outgoing connection. Out-
going ports are generally not blocked by the firewall.
4. Controller A with OPC UA Client and an incoming connection
e The OPC UA Client receives the response on the same randomly selected dynamic
port. This must be opened in the firewall. Since the port is chosen randomly, the
dynamic range in the controller firewall must be specified as the application port
range.

A controller firewall rule for the Controller a might look like this:
* Protocol name: e.g. ‘Open dynamic ports’

* Port Range Start: 32768
* Port Range End: 60999
* Protocol-Type : TCP

e Activation: Allow

e C(Client IP Range: Any
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Read and Write of multiple items

The application of the data access use case can be divided into three phases:
1. Preperation
¢ The function block UA_Connect is used to create a transport connection of an OPC UA
session between the Client PLC application and any OPC UA Server. The UA_
NamespaceGetindexList is to be performed once to get the namespace index, where
the nodes to be accessed are hosted. Also the NodeHdl for a specific node is to be
retrieved once. It can be done with the UA_NodeGetHandlelList functionblock for sev-
eral nodes concurrent.
2. Data access operation
* Read and write can be performed as frequent as necessary with the UA_ReadList and
UA_WriteList function block.
3. Clean up
* Once the communication is done, the node handle is not required anymore and shall
be released via the use of UA_NodeReleaseHandlelList for all relevant handles. The con-
nection handle shall be released using UA_Disconnect.
It’s possible to manage multiple sessions (max. 6) with the same function blocks. For
this purpose, a handle for the connection, NodelD, and so on is used.

Lenze Controller Lenze Controller
with OPC UA Server with OPC UA Client
OPC UA Namespace: ‘ i c Hl
COpen'=4 UA_NamespaceGetindexL ist()
\ T |
LUA- HandleList()
NodeHdls
register B
v
. oPcUA A .
IEC Varia B Voo ode | uA_Readlist() | 1eC variable
o | unregister H
B |
[ ua fandleList() |-
v
UA_Disconnect()

For the first steps, to programm an OPC UA Client application, it is possible to con-
nect the Lenze OPC UA Server on the same Controller. For this purpose, the Server-
EndpointUrl "opc.tcp://localhost:4840" can be used.
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Diagnostics

The UA_ConnectionGetStatus function block is used to check if a connection is still alive. The
function block UA_Connect will deliver the ConnectionHdl, which is also used for the "read
and write" use case. The functionblock UA_ConnectionGetStatus requires this ConnectionHdl
as input to deliver the connection status. In case the connection is lost the ServerState

Unknown will be returned.

@ It is recommended to call UA_ConnectionGetStatus periodically but for performance

reasons not in every control program cycle.

Lenze Controller
with OPC UA Server

Lenze Controller
with OPC UA Client

i ConnectionHdl

...........................................

OPCUA
ServerState

............................................

UA_Disconnect()
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Overview Function blocks and Data Types

Function blocks

For general communication establishment and in order to perform operations like UA_
ReadList and UA_WriteList following function blocks are used.

Function block Info

Function blocks for connection establishment and administrative tasks

UA_Connect This Function Block is used to create a (optional secure) transport connection and an OPC-UA ses-
sion. The connection shall be terminated by calling the UA_Disconnect after establishing the con-

nection.

UA_Disconnect This Function Block is used to close a transport connection of an OPC-UA session.

UA_NamespaceGetin-
dexList

This Function Block is used to get the namespace-indexes of numerus namespace-URIs.

UA_ConnectionGetStatus | This Function Block is used to get the connection Status.

UA_NodeGetHandleList | This Function Block is used to get node handles for multiple nodes.

UA_ This Function Block is used to release a set of node handles.
NodeReleaseHandleList

Function blocks for Data Access

UA_ReadlList This Function Block is used to read values of multiple nodes using a list of node handles.
UA_WriteList This Function Block is used to write values to multiple nodes using a list of node handles.
Data Types

The following tables provides an overview with the used Data Types.

Data Type

Where used

Info

UAUserldentityToken

UASessionConnectinfo

Specifies the identity token to authenticate a user

UASessionConnectinfo | UA_Connect Specifies the necessary information for OPC UA con-
nection establishment.
UANodeAdditionalinfo | UA_ReadlList Specifies additional information for the node access.
UA_WriteList

UAIndexRange

UANodeAdditionallnfo

Describes the index range of an array.

UALocalizedText

L_IOBP_LocalizedText.
Used to represent an OPC UA LocalizedText in IEC.

UANodelD

UANodelnformation UA_
NodeGetHandleList UA_Meth-
odGetHandlelList

Used to represent an OPC UA Nodeld in IEC.

L_IOCP_Variable

UA_ReadlList
UA_WritelList

Used to reference an IEC variable for OPC UA data
access.
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Enumerations

The following tables provides an overview with the used Enumerations.

Enumeration

Where used

Info

UAUserldentityTokenType

UAUserldentityToken

UASecurityMsgMode

UASessionConnectInfo

UASecurityPolicy

UASessionConnectInfo

UATransportProfile

UASessionConnectInfo

UAConnectionStatus

UA_ConnectionGetStatus

L_IOCP_ErroriD

UA_Connect
UA_Disconnect
UA_NamespaceGetIndexList
UA_ConnectionGetStatus
UA_NodeGetHandlelList
UA_NodeReleaseHandleList
UA_ReadList

UA_WritelList

UAldentifierType

UANodelD

Provides the OPC UA NodelD identifier types.

UAServerState

UA_ConnectionGetStatus

Provides the OPC UA Server states according to OPC
UA Part 5 - Information Model

L_IOCP_NodeDataType

L_IOCP_Variable

Provides the data types of an OPC UA variable node.

Constants

The following tables provides an overview with the used Constants.

Enumeration Value Info

¢_Max_Elements_Namespaces 10 Max number of namespaces per GetNamespacelndex call.
c¢_Max_Elements_NodelList 50 Max number of Nodes per Read, Write ,... call.
¢_Max_Elements_IndexRange 10 Max number of Array-Elements per Node.
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UA_Connect

This function block is used to create a transport connection and an OPC UA session. The con-
nection handle offered is valid for the duration of the connection and is used to determine
the session for the subsequent FBs. The connection shall be terminated by calling the UA_Dis-
connect.

UA_Connect
BOOL - Execute Done — BOOL
STRING - ServerEndpointUrl Busy - BOOL
UASessionConnectinfo  —| SessionConnectinfo Error - BOOL
TIME - Timeout ErroriD — L_IOCP_Errorld
ConnectionHdl — DWORD
Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge connection is started.
BOOL o All outputs of the FB are reset to the initial values.
ServerEndpointUrl The URL of the Server. For example:
STRING | o "opc.tcp://10.10.10.10".
o [tisalso possible to use a hostname instead of an IP address. In that case, an external Eth-
ernet network entity like DNS (domain name service) has to be added for communication.
SessionConnectinfo Optional, further parameters for connection establishment.
UASessionConnectinfo | See ASessionConnectinfo
Timeout Maximum time to establish the connection.
TIME
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Outputs
Name Value/meaning
Data type
Done TRUE Signals a connection has been initially established successful.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request. For details see ErrorID.
BOOL
ErrorlD If Error = TRUE: Error number for the error that has occurred.
L_IOCP_Errorld L_IEIP_Error | "EAST technology modules" reference manual: Here you can find information on error or warn-
ing messages.
ConnectResultInfo ConnectResultinfo provides further information about the established session, e. g. used secur-
L_IOCP_UASessionConnectResultinfo ity mode.

e Security / certificate handling is supported by default with Controller FW versions
@ V1.11 and higher. It’s possible to adjust the security settings with the Ses-
sionConnectinfo input variable of the function block.

e |t is an automatic re-connect implemented. In case of a session interruption, the
client tries to reconnect to the server automatically. If the connection could be
re-established, all handles for the session and nodes are still valid. Check the con-
nection state via the UA_ConnectionGetStatus FB.

e Itis possible to establish 1 session for free.

e |tis possible to establish multiple sessions in parallel with appropriate OPC UA
licence package. For this purpose, see the documentation of the Lenze Licence
Manager in the »PLC Designer«.
e c4xx Controller supports max. 4 sessions.
e ¢5xx Controller supports max. 6 sessions.
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UA_Disconnect

This function block is used to close a transport connection of an OPC UA session. After calling
this FB the connection handle is no longer valid.

UA_Disconnect
BOOL - Execute Done — BOOL
DWORD - ConnectionHdlI Busy — BOOL
TIME - Timeout Error — BOOL
ErrorlD — L_IOCP_Errorld
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge connection is terminated.
BOOL
ConnectionHd| Connection handle — of the connection to be closed.
DWORD
Timeout Maximum time to close the connection.
TIME
Outputs
Name Value/meaning
Data type
Done TRUE Signals a connection has been closed successful.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request. For details see ErroriD.
BOOL
ErrorlD If Error = TRUE:
L_I0CP_Errorld L_IELP_Error | Error number for the error that has occurred.
"FAST technology modules" reference manual: Here you can find information on error or warn-
ing messages.
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A_NamespaceGetindexList

This function block is used to get the namespace-indexes of several namespace-URIs. In case
the requested NamespaceUri is not found the error PLCopenUA_Bad_NSNotFound will be
returned in the corresponding ErrorIDs.

Note: This FB is optional in a Client application. If the related namespace-index is already
known, this FB don't has to be used. With a Lenze OPC UA server on a Lenze controller, the
PLCopen information model with the URI "urn:Lenze:PLCopen" is always located on
Namespacelndex 4.

However, fixed Namespacelndexes, beyond a restart of the server, are not guaranteed with
other (user-specific) information models and other 39 party OPC UA servers.

UA_NamespaceGetindexList
BOOL - Execute Done — BOOL
DWORD - ConnectionHdI Busy - BOOL
UINT NamespaceUrisCount Error — BOOL
ARRAY of STRING — NamespaceUris ErroriD — L_IOCP_Errorld
TIME — Timeout ErrorIDs —  ARRAY of L_IOCP_Errorld
Namespacelndexes —  ARRAY of UINT
Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge FB performs its task.
BOOL
ConnectionHd|I Connection handle.
DWORD
NamespaceUrisCount Number of Namespace Uris in Array of NamespaceUris.
UINT
NamespaceUris Array of String. Each array element contains the namespace URI for which  the index is to be
ARRAY of STRING | requested.
Timeout Maximum time to response.
TIME
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Outputs
Name Value/meaning
Data type
Done TRUE Signals has completed its task.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request or in a specific namespace
BOOL access. For details see ErrorID and / or ErroriDs.
ErrorlD If Error = TRUE:

L_IOCP_Errorld L_IEIP_Error | Error code for a failed service request.

"FAST technology modules" reference manual: Here you can find information on error or warn-
ing messages.

ErroriDs If Error = TRUE and ErrorlD = LUA_EADNODERESULTERROR:

ARRAY of L_IOCP_Errorld | Error number for individual Namespace elements.

Namespacelndexes Namespace Indexes.
ARRAY of UINT

129



Controller: OPC UA Client

Function blocks

UA_NodeGetHandleList

This Function Block is used to get node handles for multiple OPC UA nodes. The NodeHdl is a
reference to the internal management object for the node in the client. The nodes are
registered at the server, which makes communication more performant.

UA_NodeGetHandlelList
BOOL - Execute Done — BOOL
DWORD - ConnectionHdI Busy — BOOL
UINT NodelDCount Error — BOOL
ARRAY of NodelD - NodelDs ErroriD — L_IOCP_Errorld
TIME — Timeout NodeErrorIDs —  ARRAY of L_IOCP_Errorld
NodeHdls —  ARRAY of DWORD
Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge FB performs its task.
BOOL
ConnectionHd|I Connection handle.
DWORD
NodelDCount Number of NodelDs in Array of NodelDs.
UINT
NodelDs See UANodelD. Length of Array is MAX_ELEMENTS_NODELIST. Array length of NodelDs and
ARRAY of NodelD | NodeHdls must be same.
Timeout Maximum time to response.
TIME
Outputs
Name Value/meaning
Data type
Done TRUE Signals has completed its task.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request or in a specific node access. For
BOOL details see ErrorID and / or NodeErrorIDs.
ErrorlD If Error = TRUE:

L_IOCP_Errorld L_IE1P_Error

Error code for a failed service request.

"FAST technology modules" reference manual: Here you can find information on error or warn-
ing messages.

NodeErrorIDs
ARRAY of L_IOCP_Errorld

If Error = TRUE and ErrorID = LUA_EADNODERESULTERROR:

Error code for each valid element of the NodelDs array. Length of array is MAX_ELEMENTS_
NODELIST. Array length of NodelDs and NodeHdIs must be same.

NodeHdls
ARRAY of DWORD

Array of Node Handles. Length of array is MAX_ELEMENTS_NODELIST. Array length of NodelDs
and NodeHdls must be same.
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UA_NodeReleaseHandleList

This Function Block is used to release a set of node handles. After calling UA_
NodeReleaseHandlelList the NodeHdls will be invalid.

UA_NodeReleaseHandlelList
BOOL - Execute Done - BOOL
DWORD - ConnectionHdl Busy - BOOL
UINT - NodeHdICount Error - BOOL
ARRAY of DWORD | NodeHdIs ErrorlD — L_IOCP_Errorld
TIME - Timeout NodeErrorIDs —  Array of L_IOCP_Errorld
Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge FB performs its task.
BOOL
ConnectionHd|I Connection handle.
DWORD
NodeHdICount Number of Nodes in NodeHdls Array.
UINT
NodeHdls Array of Node handles to be released. Length of Array is MAX_ELEMENTS_NODELIST.
ARRAY of DWORD
Timeout Maximum time to response.
TIME
Outputs
Name Value/meaning
Data type
Done TRUE Signals has completed its task.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request or in a specific node access. For
BOOL details see ErrorID and / or NodeErrorIDs.
ErroriD If Error = TRUE:
L_IOCP_Errorld L_IEIP_Error | Error code for a failed service request. Here you can find information on error or warning mes-
sages.
NodeErrorIDs If Error = TRUE and ErrorlD = LUA_EADNODERESULTERROR:
ARRAY of L_IOCP_Errorld | Error code for each valid element of the NodelDs array. Length of array is MAX_ELEMENTS_
NODELIST. Array length of NodelDs and NodeHdIs must be same.
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UA_ReadList

This Function Block is used to read values of multiple nodes using a list of node handles.

UA_ReadList
BOOL - Execute Done BOOL
DWORD - ConnectionHdlI Busy BOOL
UINT - NodeHdICount Error BOOL
ARRAY of DWORD  —| NodeHdls ErrorlD L_IOCP_Errorld
ARRAY of UANodeAd- |\ 0 40 1 ddinfos NodeErrorIDs ARRAY of L_IOCP_Errorld
ditionallnfo
ARRAY of L_IOCP_Variable — Variables TimeStamps ARRAY of LWORD
TIME - Timeout
Inputs/outputs
Name Information/possible settings
Data type
Variables Array of structure to address an IEC variable by the OPC UA Client. A UA Server node attribute
ARRAY of L_IOCP_Variable | (determined by the node handle and UANodeAdditionallnfo) will be written to the IEC variable
in case of this function block. See: L_IOCP_Variable

Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge FB performs its task.
BOOL
ConnectionHd| Connection handle.
DWORD
NodeHdICount Number of Nodes in NodeHdls Array.
UINT
NodeHdls Array of Node handles. Length of Array is MAX_ELEMENTS_NODELIST.
ARRAY of DWORD
NodeAddInfos Specifies additional information for the node access, e. g. which node attribute or what index
ARRAY of UANodeAdditionalinfo | range for arrays to be accessed.
o Non scalar values: if no index range is set, the client will read the complete variable (e.g. the
whole array).
Timeout Maximum time to response.
TIME
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Outputs
Name Value/meaning
Data type
Done TRUE Signals has completed its task.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request or in a specific node access. For
BOOL details see ErrorID and / or NodeErrorIDs.
ErrorlD If Error = TRUE: Error code for a failed service request.

L_IOCP_Errorld L_IEIP_Error | "EAST technology modules" reference manual: Here you can find information on error or warn-

ing messages.

NodeErrorIDs If Error = TRUE and ErroriD = LUA_EADNODERESULTERROR:

ARRAY of L_IOCP_Errorld | Error code for each valid element of the NodelDs array. Length of array is MAX_ELEMENTS_
NODELIST. Array length of NodelDs and NodeHdlIs must be same.

Timestamps Contains a TimeStamp for each valid element of the Variables array, if provided by the Server.
ARRAY of LWORD | | ength of array is MAX_ELEMENTS_NODELIST.
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UA_WritelList

This Function Block is used to write values to multiple nodes using a list of node handles.

UA_WritelList
BOOL - Execute Done BOOL
DWORD - ConnectionHdI Busy BOOL
UINT - NodeHdICount Error BOOL
ARRAY of DWORD  —| NodeHdls ErrorlD L_IOCP_Errorld
ARRAY of UANodeAd- |\ 0 40 1 ddinfos NodeErrorIDs ARRAY of L_IOCP_Errorld
ditionallnfo
ARRAY of L_IOCP_Variable — Variables
TIME - Timeout
Inputs/outputs
Name Information/possible settings
Data type
Variables Array of structure to address an IEC variable by the OPC UA Client. The value of this IEC Variable
ARRAY of L_IOCP_Variable | will be written to an OPC UA Server variable node (determined by the node handle and
UANodeAdditionallnfo) in case of this function block. See: L_IOCP_Variable

Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge FB performs its task.
BOOL
ConnectionHd|I Connection handle.
DWORD
NodeHdICount Number of Nodes in NodeHdls Array.
UINT
NodeHdls Array of Node handles. Length of Array is MAX_ELEMENTS_NODELIST.
ARRAY of DWORD

NodeAddinfos

ARRAY of UANodeAdditionallnfo

Specifies additional information for the node access, e. g. which node attribute or what index
range for arrays to be accessed

Timeout

TIME

Maximum time to response.
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Outputs
Name Value/meaning
Data type

Done TRUE Signals has completed its task.
BOOL

Busy TRUE The FB is not finished and new output values are to be expected.
BOOL

Error TRUE An error has occurred in the service request or in a specific node access. For
BOOL details see ErrorID and / or NodeErrorIDs.

ErrorlD If Error = TRUE:

L_IOCP_Errorld L_IEIP_Error | Error code for a failed service request.
NodeErrorIDs If Error = TRUE and ErrorlD = LUA_EADNODERESULTERROR:
ARRAY of L_IOCP_Errorld | Error code for each valid element of the NodelDs array. Length of array is MAX_ELEMENTS_
NODELIST. Array length of NodelDs and NodeHdlIs must be same.
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UA_MethodGetHandleList

This Function Block is used to get handles for multiple OPC UA methods. The handle is a ref-

erence to the internal management object for the Method call in the client.

BOOL -

DWORD -

UINT -

ARRAY of UANodelD —
ARRAY of UANodelD -

UA_MethodGetHandlelList

Execute Done

ConnectionHdI
NodelDCount

ObjectNodelDs ErrorlD
NodeErrorIDs

MethodNodelDs

BOOL

BOOL

BOOL

L_IOCP_Errorid

ARRAY of L_IOCP_Errorld

TIME - Timeout MethodHdls ARRAY of DWORD
Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge FB performs its task.
BOOL
ConnectionHdl Connection handle.
DWORD
NodelDCount Number of NodelDs in Array of NodelDs.
UINT

ObjectNodelDs
ARRAY of NodelD

See UANodelD. Length of Array is MAX_ELEMENTS_NODELIST. Array length of NodelDs and

NodeHdls must be same.

MethodNodelDs
ARRAY of NodelD

See UANodelD. Length of Array is MAX_ELEMENTS_NODELIST. Array length of NodelDs and

NodeHdls must be same.

Timeout
TIME

Maximum time to response.
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Outputs
Name Value/meaning
Data type
Done TRUE Signals has completed its task.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request or in a specific node access. For
BOOL details see ErrorlD and / or NodeErrorIDs.
ErrorlD If Error = TRUE:
L_I0CP_Errorld | Error code for a failed service request.
LIEIP Error | wp T technology modules" reference manual:
Here you can find information on error or warning messages.
NodeErrorIDs If Error = TRUE and ErrorlD = LUA_EADNODERESULTERROR:
ARRAY of L_IOCP_Errorld | Error code for each valid element of the NodelDs array. Length of array is MAX_ELEMENTS_
NODELIST. Array length of NodelDs and NodeHdls must be same.
MethodHdls Array of Method Handles. Length of array is MAX_ELEMENTS_NODELIST. Array length of
ARRAY of DWORD | NodelDs and NodeHdIs must be same.
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UA_MethodReleaseHandlelList

This Function Block is used to release a set of method handles. After calling UA_Meth-
odReleaseHandlelList the Method handles will be invalid.

Function blocks

UA_MethodReleaseHandleList
BOOL — Execute Done - BOOL
DWORD - ConnectionHdI Busy - BOOL
UINT - MethodHdICount Error - BOOL
ARRAY of DVORD  — MethodHdls ErrorlD — L_IOCP_Errorld
TIME - Timeout NodeErrorIDs —  ARRAY of L_IOCP_Errorld
Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge FB performs its task.
BOOL
ConnectionHd|I Connection handle.
DWORD
MethodHdICount Number of Methods in MethodHdls Array.
UINT
MethodHdls Array of Method handles to be released. Length of Array is MAX_ELEMENTS_Methods.
ARRAY of DWORD
Timeout Maximum time to response.
TIME
Outputs
Name Value/meaning
Data type
Done TRUE Signals has completed its task.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request or in a specific node access. For
BOOL details see ErrorID and / or NodeErrorIDs.
ErroriD If Error = TRUE:
L_IOCP_Errorld | Error code for a failed service request.
LIEIP Error | wp T technology modules" reference manual:
Here you can find information on error or warning messages.
NodeErrorIDs If Error = TRUE and ErrorlD = LUA_EADNODERESULTERROR:
ARRAY of L_IOCP_Errorld | Error code for each valid element of the NodelDs array. Length of array is MAX_ELEMENTS_
NODELIST. Array length of NodelDs and NodeHdls must be same.
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UA_MethodCall

This Function Block is used to call one method routine.

UA_MethodCall
BOOL - Execute Done BOOL
DWORD - ConnectionHdI Busy BOOL
DWORD - MethodHdI Error BOOL
ARRAY of L_IOCP_Variable - InputArguments ErrorlD L_IOCP_Errorld
ARRAY of L_IOCP_Variable — OutputArguments MethodResult DWORD
TIME - Timeout
Inputs/outputs
Name Information/possible settings
Data type
InputArguments Array of structure to address the IEC variables related to the method input arguments by the

ARRAY of L_IOCP_Variable

OPC UA Client. The array of structure must match the InputArguments of the Server
Method. See: L_IOCP_Variable

OutputArguments
ARRAY of L_IOCP_Variable

Array of structure to address the IEC variables related to the method output arguments by the
OPC UA Client. The array of structure must match the OutputArguments of the Server
Method. See: L_IOCP_Variable

Inputs
Name Information/possible settings
Data type
Execute FALSEATRUE On rising edge FB performs its task.
BOOL
ConnectionHd|I Connection handle.
DWORD
MethodHdlI Method handle.
DWORD
Timeout Maximum time to response.
TIME
Outputs
Name Value/meaning
Data type
Done TRUE FB has completed its task.
BOOL
Busy TRUE The FB is not finished and new output values are to be expected.
BOOL
Error TRUE An error has occurred in the service request. For details see ErrorID.
BOOL
ErrorlD If Error = TRUE: Error number for the error that has occurred.
L_IOCP_Errorld L_IE1P_Error
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UAUserldentityTokenType describes the supported user token.

Designator Value Info

UAUITT_Anonymous 0 Performs anonymous connection establishment to an OPC UA Server.
http://opcfoundation.org/UA-Profile/Security/UserToken/Anonymous

UAUITT _Username 1 Performs connection establishment by user name and password to an OPC UA

Server.

http://opcfoundation.org/UA-Pro-
file/Security/UserToken/Client/UserNamePassword

UASessionConnectinfo

UASessionConnectinfo specifies the necessary information for OPC UA connection estab-

lishment.
Name Information/possible settings
Data type
SessionName Defines the name of the session assigned by the client. The name is shown in the dia-
STRING | gnostics information of the server. If the String is empty, following default value is
used "urn:<hostname>:Lenze:Controller:OPCUACIlient"
ApplicationName Defines the readable name of the OPC UA client application. If the String is empty,
STRING | following default value is used
"Lenze Controller OPC UA Client@<hostname>"
SecurityMsgMode Defines the OPC UA message security mode to be used.
UASecurityMsgMode

SecurityPolicy
UASecurityPolicy

Defines the OPC UA security policy to be used.

ServerUri Currently not supported
STRING | This parameter can be empty.
CheckServerCertificate Flag indicating if the server certificate should be checked with the trust list of the cli-
BOOL | ent application.

Note:

o The subject or alternative name in the server certificate must match to the used
ServerEndpointUri of the UA_Connect function block.

e The Lenze OPC UA Server supports the device hostname (not IP address) as sub-
ject name.

DisableServerCertificateHostnameCheck
BOOL

Flag indicating if the hostname in the used server certificate should be checked with
the hostname of the ServerEndpointUrl of the UA_Connect.

Normally this should match, because otherwise an attacker could use any trusted cer-
tificate to fake a server's identity.

TransportProfile
UATransportProfile

Defines the transport profile. TCP is currently supported.
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Information/possible settings
Data type

UserldentityToken

Defines the user identity token. Username and password is currently supported. The

UAUserldentityToken | transmission of the username and password to the OPC UA Server is encrypted.

VendorSpecificParameter

Currently not supported.

SessionTimeout

Defines how long the session will survive when there is no connection. The Client lim-
TIME | its are

min: 10 sec. and max: 15 min

The default is, if parameter is not set 60 sec.

Note:

The Server can limit the requested value by its own.

MonitorConnection

Currently not supported.
TIME [ Defines the interval time to check the connection.

Note; An automatic reconnect is implemented.

LocalelDs

Currently not supported.

ARRAY [1..5] OF STRING[6] | According to OPC 10000-3. With a two letter ISO639 code for language and a three

letter 1ISO3166 code for the country/region. Sample: en-US, zh-CHS

UAIndexRange

UAIndexRange specifies the index range for OPC UA arrays to be accessed.

Name Information/possible settings
Data type
StartIndex Start index of array range.
UINT
EndIndex End index of array range.
UINT

@ Arrays are not supported with Controller c5xx FW V01.09.

UANodeAdditionalinfo

UANodeAdditionallnfo specifies additional information for the node access, e. g. which node
attribute or what index range for arrays to be accessed.

Name
Data type

Information/possible settings

AttributelD
UAAttributelD

Selects the attribute to be accessed. The default AttributelD is UAAI_Value (13).

IndexRangeCount
UINT

Count of valid IndexRange specified.

IndexRange
ARRAY OF UAIndexRange

The max elements of UAIndexRange is defined by the constant MAX_ELEMENTS_INDEXRANGE.
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UALocalizedText is used to represent an OPC UA LocalizedText in IEC.

® OPC 10000-3 Unified Architecture Part 3 Address Space Model Localized Text | OPC UA

Online Reference (opcfoundation.org)

Name Information/possible settings
Data type
Locale According to OPC 10000-3. With a two letter ISO639 code for language and a three letter
STRING[6] | 1ISO3166 code for the country/region. Sample: en-US, zh-CHS
Text Contains localized text as string.
STRING
UANodelD

UANodelD describes an OPC UA Nodeld according to OPC UA Part 3 — Address Space Model.

* OPC 10000-3 Unified Architecture Part 3 Address Space Model General | OPC UA Online

Reference (opcfoundation.org)

Name
Data type

Information/possible settings

Namespacelndex

The index for a namespace URI.

UINT
Identifier The identifier for a Node in the Address Space of an OPC UA Server. Example:
STRING | o for UAIT_Numeric = '12345’ in decimal notation
o for UAIT_String = “|var|c500.App.PLC_Prg.iVar’
IdentifierType The format and data type of the identifier.

UAldentifierType
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L_IOCP_Variable

L_IOCP_Variable

Structure to address an IEC variable by the OPC UA Client. The value of this IEC Variable will
be written to an OPC UA Server variable node in case of the function block UA_WriteList. A
UA Server node attribute will be written to the IEC variable in case of the function block UA_
ReadlList. The IEC and OPC UA variable type definition must fit together, see L_IOCP_Vari-
ableDataType.

Name Information/possible settings
Data type

NodeDataType Data type of the IEC variable to be accessed.
L_IOCP_VariableDataType

pData Address of the IEC variable
POINTER to BYTE

udiDataSize Size of the IEC variable
UDINT

CD Currently simple variables of L_/IOCP_VariableDataType type definitions are sup-
ported.

L_IOCP UASessionConnectResultinfo

L_IOCP_UASessionConnectResultinfo provides information about the current established OPC
UA connection with the UA_Connect function block.

Name Information/possible settings
Data type
SecurityMsgMode The actual used security message mode.
UASecurityMsgMode
SecurityPolicy The actual used security policy.

UASecurityPolicy

RevisedSessionTimeout The actual used session timeout. The requested timeout can be revised by the server.
LREAL

RevisedSecureChannelLifetime | The actual used secure channel timeout. The requested timeout can be revised by the server.
DWORD
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L_IOCP_MethodArguments
Structure to address the Input or Output Arguments of an OPC UA Server method by the OPC

UA Client.
Name Information/possible settings
Data type
usiArgumentCount Number of Arguments
USINT

pArgument
POINTER to L_IOCP_Variable

Address of an IEC variable with type of L_IOCP_Variable as a method argument.

In case of multiple arguments, an IEC array of L_IOCP_Variable is required. The pArgument must
address the first element (argument variable) in this array.

Code example

Client_MethodCall_PRG X

i* laratl

fbUR MethodCall

STINDUCArgUMENTS : L_SOCP_MethodArguments:
stlutputirguments : L_S0CP MethodArguments;
Inputhrguments : ARRAY [1..2] OF L_IOCPE Variable:
OutputArguments : ARRAY [1..1] OF L_IOCF Variable;
MethodResult : DWORD;

£ r gL
Inputhrguments (1] .NodeDatalype := L_IOCF_VariableDataType.VarType_ INT;
Inputhrguments[l].pData := ADR(Vark);

InputRrguments[l].udiDataSize := SIZEOF (Varh):

InputArguments[2] .NodeDatalype := L IOCP VariableDatalype.VarType INT;
InputRrguments (2] .pData := ADR({VarB):
Inputirguments[2] .udilDataSize := SIZEOF (VarB);

stInputhArguments.usiArgumentCount := 2;
stlnputirguments.phrgumsnt := ADR{Inputdrgumsnts([1]);
/ s ]
OutputArguments[l] .NodeDataType := L_IOCP VariableDataTlype.VarType INT;
Cutputirguments[l] .pData := ADR(VarC);

Outputhrguments[l].udiDataSize := SIZEOF (VarC):

stOutputirguments.usifkrgumentCount := 1;
stlutputirguments.plArgument := ADR({Cutputdrguments([1]);

fEUR MethodCall(

Execute := TRUE,
ConnectionBdl = nConnectionHdl,
MethodHdl = MethodHdls[1],
Inputirguments := stInputArguments,
CutputArgquments := stOutputhrguments,
MethodResult := MethodResult

1
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Enumerations

UAUserldentityToken

UAUserldentityToken specifies the identity token to authenticate a user.

The information is used for the connection establishment.

Name Data type

Information/possible settings

UserldentityTokenType

UAUserldentityTokenType

Defines the identity Token to authenticate a user during the creation of

a Session.
TokenParam1 STRING In case of TokenType "Username" the Param1 contains the user name.
TokenParam?2 STRING In case of TokenType "Username" the Param2 contains the user pass-
word.
UASecurityMsgMode

UASecurityMsgMode describes the supported OPC UA message security modes.

Designator Value Info

UASMM_BestAvailable 0 Best available message security mode to the UA server. The client receives
the available message security from the server and selects the best. This
could also result in level "none security".

UASMM_None 1 No security is applied.

UASMM_Sign 2 All messages are signed but not encrypted.

UASMM_SignEncrypt 3 All messages are signed and encrypted.

UASecurityPolicy

UASecurityPolicy describes the supported OPC UA security policies.

Designator Value Info

UASP_BestAvailable 0 Provides the best available security connection to the UA server. The client
receives the available policies from the server and selects the best. This can
also result in level "none security".

UASP_None 1 http://opcfoundation.org/UA/SecurityPolicy#None

UASP_Basic2565ha256 4 http://opcfoundation.org/UA/SecurityPolicy#Basic2565ha256

UASP_Aes256Sha256RsaPss 6 http://opcfoundation.org/UA/SecurityPolicy#Aes256_Sha256_RsaPss

UATransportProfile

UATransportProfile describes the supported OPC UA transport profiles as a combination of
network protocol, message encoding and security protocol.

Designator

Value

Info

UATP_UATcp

1

http://opcfoundation.org/UA-Profile/Transport/uatcp-uasc-uabinary
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UAConnectionStatus

UAConnectionStatus describes the state of an OPC UA connection between Client and Server.

Designator Value Info

UACS_Connected 0 UA client is connected to UA server.

UACS_ConnectionError 1 The connection from UA client to UA server has an error.

UACS_Shutdown 2 The UA client has been disconnected from the UA server.
UAAttributelD

UAAttributelD provides the supported OPC UA node attributes that can be accessed.

Designator Value Info

UAAI_Value 13 The value of a variable.
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UAServerState

UAServerState describes the OPC UA Server states according to OPC UA Part 5-Information
Model ServerState type definition.

Designator Value Info

UASS_Running 0 The server is running normally. This is the usual state for a server.

UASS_Failed 1 A vendor-specific fatal error has occurred within the server. The server is no
longer
functioning.

UASS_NoConfiguration 2 The server is running but has no configuration information loaded and there-
fore

does not transfer data.

UASS_Suspended 3 The server has been temporarily suspended by some vendor-specific method
and is

not receiving or sending data.

UASS_Shutdown 4 The server has shut down or is in the process of shutting down. Depending
on the

implementation, this might or might not be visible to clients.

UASS_Test 5 The server is in Test Mode. The outputs are disconnected from the real hard-
ware,

but the server will otherwise behave normally. Inputs may be real or may be

simulated depending on the vendor implementation. StatusCode will gen-
erally be

returned normally.

UASS_CommunicationFault 6 The server is running properly, but is having difficulty accessing data from its
data
sources. This may be due to communication problems or some other prob-
lems
preventing the underlying device, control system, etc. from returning valid
data. It
may be a complete failure, meaning that no data is available, or a partial fail-
ure,
meaning that some data is still available. It is expected that items affected by
the
fault will individually return with a BAD FAILURE status code indication for
the items.

UASS_Unknown 7 This state is used only to indicate that the OPC UA server does not know the
state of

underlying servers.

UAldentifierType

UAldentifierType describes the format and data type of an OPC UA Nodeld identifier. GUID
and Opaque are currently not supported.

Designator Value Info
UAIT_Numeric 0 See OPC 10000-3 or OPC 10000-6
UAIT_String 1 See OPC 10000-3 or OPC 10000-6
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L_IOCP_ErroriD

L_IOCP_ErrorID provides the ErrorIDs according to the PLCopen Client specification.

Following bit-mask is used to signal the severity and the error type.

Field

Bit Range

Description

Severity

30:31

Indicates whether the ErrorlD represents a good, bad or uncer-
tain condition. These bits have following meaning:

00 = good
Indicates that the operation was successful and the associated
results may b used.

01 = warning

Indicates that the operation was partially successful and that
associated results might not be suitable for some purposes.

10 = failure

Indicates that the operation failed and any associated results
cannot be used.

11 = reserved

Reserved for future use.

ErrorType

28:29

00 = OPC UA error
Indicates an OPC UA specific error.

These codes are provided by the server and forwarded by the
client to the FB.

OPC 10000-4 Unified Architecture Part 4 Services General | OPC
UA Online Reference (opcfoundation.org)

A list of all codes is provided by the OPC Foundation is under fol-
lowing link:

OPC 10000-6 Unified Architecture Part 6 Mappings Status
Codes | OPC UA Online Reference (opcfoundation.org)

10 = PLCopen error
Indicates an PLCopen specific error.

A list of all codes is provided by the PLCopen companion spe-
cification, see table below.

11 = Lenze specific error

Indicates an Lenze specific error.

A list of all codes is provided by Lenze, see table below.
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PLCopen specific error codes

Designator

Value

Info

General — PLCopen specific

PLCopenUA_Bad_FW_Per-
manentError

16#A000_0001

Internal, permanent error.

PLCopenUA_Bad_FW_TempError

16#A000_0002

Temp. error; FB could retry to reach FW.

Connection — PLCopen specific

PLCopenUA_Bad_ConnectionError

16#A000_0100

Connection could not be established.

PLCopenUA_Bad_HostNotFound

16#A000_0101

The requested hostname could not be found.

PLCopenUA_Bad_AlreadyConnected

16#A000_0102

Connection was already established.

PLCopenUA_Bad_SecurityFailed

16#A000_0103

Connection failed due to security setup.

PLCopenUA_Bad_Suspended

16#A000_0104

Connection is suspended.

PLCopenUA_Bad_Con-
nectionlnvalidHdI

16#A000_0105

Provided ConnectionHdl is not known.

Namespace — PLCopen specific

PLCopenUA_Bad_NSNotFound

16#A000_0200

A namespace with the requested name cannot be found on
server.

Node - PLCopen specific

PLCopenUA_Bad_ResultToolLong

16#A000_0300

Target PLC variable is too short for retrieved data.

PLCopenUA_Bad_InvalidType

16#A000_0301

Invalid or unsupported Type.

PLCopenUA_Bad_NodelnvalidHdlI

16#A000_0302

Provided NodeHdl is not known.

PLCopenUA_Bad_MethodInvalidHdlI

16#A000_0303

Provided MethodHdl is not known

PLCopenUA_Bad_ReadFailed

16#A000_0304

Read failed for unknown reason.

PLCopenUA_Bad_WriteFailed

16#A000_0305

Write failed for unknown reason.

PLCopenUA_Bad_CallFailed

16#A000_0306

Method Call failed for unknown reason.

PLCopenUA_Bad_InParamFailed

16#A000_0307

Method Call Input parameter conversion failed.

PLCopenUA_Bad_OutParamFailed

16#A000_0308

Method Call Output parameter conversion failed.

ATTENTION: this means the MethodCall was executed suc-
cessfully but the returned values could not be converted.

Attribute — PLCopen specific

PLCopenUA_Bad_Attrib-
uteldUnknown

16#A000_0400

Used in UA_NodeGetInformation for elements, which are not in
this NodeClass existing.

PLCopenUA_Bad_AttributeldInvalid

16#A000_0401

Used in UA_NodeGetInformation for elements, which should
exist but don’t.

Monitoring — PLCopen specific

PLCopenUA_Bad_Sub-
scriptionlnvalidHdlI

16#A000_0500

Provided SubscriptionHdl is not known.

PLCopenUA_Bad_Mon-
itoredIitemlInvalidHd|I

16#A000_0501

Provided MonitoredltemHdl is not known.

PLCopenUA_Bad_Mon-
itoredltemSyncMismatch

16#A000_0502

Mixed controller sync and firmware sync in same list

PLCopenUA_Bad_SyncModelnvalid

16#A000_0503

Sync mode invalid
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Lenze specific error codes

Designator

Value

Info

UA_EBAD

16#B000_0001

General fault

UA_EBADDISCONNECT

16#B000_0002

The connection was closed by the peer.

UA_EBADSHUTDOWN

16#B000_0003

The connection was shut down by the peer

UA_EBADSOCKETCLOSED

16#B000_0004

The connection was closed locally

UA_EBADINVALIDARGUMENT

16#B000_0005

One or more of the supplied parameters were not valid

UA_EBADNOBUF

16#B000_0006

Allocating a buffer failed

UA_EBADDECODING

16#B000_0007

An decoding error occured

UA_EBADENCODING

16#B000_0008

An encoding error occured.

UA_EBADNOMEM

16#B000_0009

Allocating memory failed

UA_EBADNOTIMPL

16#B000_000A

The called function is not implemented fully or parially

UA_EBADHOSTUNKNOWN

16#B000_000B

The referenced host name could not be resolved

UA_EBADSYSCALL

16#B000_000C

An underlying system call failed

UA_EBADOPCANCELLED

16#B000_000D

The operation has been canceled

UA_EBADOPTIMEOUT

16#B000_000E

The operation timed out

UA_EBADIOPENDING

16#B000_000F

There is already an operation pending. Call again after com-
pletion

UA_EBADINVALIDSTATE

16#B000_0010

An object is not in the required state for the current operation

UA_EBADTRUNCATED

16#B000_0011

The result has been truncated

UA_EBADBUFTOOSMALL

16#B000_0012

The given destination buffer is too small

UA_EBADTOOMANYNESTEDCALLS

16#B000_0013

The operation would require too many iterations to succeed

UA_EBADNOTSUPPORTED

16#B000_0014

The requested operation is not supported

UA_EBADCERTIFICATINVALID

16#B000_0015

The certificate passed to the operation was not valid

UA_EBADNOTFOUND

16#B000_0016

A searched object could not be found

UA_EBADSIGNATURE

16#B000_0017

The operation failed because of a bad data signature

UA_EBADMISMATCH

16#B000_0018

The actual value didn't match the expected value

UA_EBADOUTOFRESOURCE

16#B000_0019

No more resources available

UA_EBADINUSE

16#B000_001A

Resource is still in use

UA_EBADAGAIN

16#B000_001B

Operation needs at last one more call to succeed

UA_EBADOUTOFRANGE

16#B000_001C

parameter is out of range

UA_EBADINTERNALERROR

16#B000_001D

Internal error

UA_
EBADENCODINGLIMITSEXCEEDED

16#B000_001E

Same as UA_SCBADENCODINGLIMITSEXCEEDED

UA_EBADENCODINGTOOLARGE

16#B000_001F

Request or response would be too large if encoded

UA_EBADACCESSDENIED

16#B000_0020

Access denied

UA_EBADLOOP

16#B000_0021

A loop exists in symbolic links encountered during resolution of
the path argument

UA_EBADFILEEXISTS

16#B000_0022

The file or directory already exists
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Designator

Value

Info

UA_EBADFILENOTFOUND

16#B000_0023

The specified file was not found

UA_EBADPATHNOTFOUND

16#B000_0024

The specified directory was not found

UA_EBADUNEXPECTED

16#B000_0025

For unexpected and unhandled errors to trigger general error
handling

UA_EBADCOMMUNICATIONERROR

16#B000_0026

General error regarding the communication layer

UA_EBADSERVICERESPONSE

16#B000_0027

The server returned a bad status code in its response

UA_EBADLICENSELIMITSEXCEEDED

16#B000_0028

An operation failed because of limitations of the active license

UA_EBADREFEXISTS

16#B000_0029

The reference you tried to add already exists.

UA_EBADREFISCONST

16#B000_002A

The reference you tried to modify is const.

UA_EBADNOTHINGTODO

16#B000_002B

UA_EBADSECURITYCHECKSFAILED

16#B000_002C

The security checks for an certificate are failing

LUA_EBADNODERESULTERROR

16#B000_002E

Invalid configuration parameters

LUA_EBADTYPEMISMATCH

16#B000_1388

The value supplied for the attribute is not of the same type as
the attribute's value

LUA_EBADINDEXRANGEINVALID

16#B000_1389

The syntax of the index range parameter is invalid

LUA_EBADINITIALVALUE

16#B000_1770

The value is initialized with default values

LUA_EBADNODERESULTERROR

16#B000_1771

One or more of the nodes got an error. Please check the list of
the ErrorlDs.

LUA_EINVALIDINPUTDATAFB

16#B000_1B58

Invalid Input data of PLC_Open FB

LUA_
EBADUSERTOKENNOTSUPPORTED

16#B000_1B59

The configured user token could not be found

INDEXRANGECOUNTEXCEEDED

LUA_FB_SERVERURL_INVALID 16#B0001F40 Invalid Server URL
LUA_FB_CONNECTIONHDL_INVALID | 16#B0001F41 Invalid ConnectionHandle
LUA_FB_NAMESPACEURISCOUNT_ 16#B0001F42 Invalid NamespaceUrisCount
INVALID

LUA_FB_NODEHANDLECOUNT_ 16#B0001F43 Invalid NodeHdICount

INVALID

LUA_FB_NODEIDCOUNT_INVALID 16#B0001F44 Invalid NodelDCount
LUA_FB_METHODHDL_INVALID 16#B0001F45 Invalid MethodHdlI
LUA_FB_INPUTARGUMENTS_ 16#B0001F46 Invalid Pointer Input Arguments
INVALID

LUA_FB_OUTPUTARGUMENTS_ 16#B0001F47 Invalid Pointer Output Arguments
INVALID

LUA_FB_VARIABLESINVALID 16#B0001F48 Invalid Variables

LUA_FB_ 16#B0O001F49 IndexRangeCount > 1
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Overview

OPC UA introduction

OPC UA (Open Platform Communications Unified Architecture) is a globally recognized com-
munication framework that is standardized by the IEC 62541 series of standards. It is currently
the most promising standard for the implementation of Industry 4.0 communication in which
machine data can be exchanged regardless of manufacturer and platform.

Of particular importance is the extensibility of OPC UA in the sense of a modeling framework,
so that any industry-specific standards can be derived based on existing OPC UA standards.
The architecture of OPC UA is service-oriented and thus modular and scalable.

The Lenze white paper on OPC UA also provides a further overview.

* Lenze Whitepaper

PubSub

PubSub enables decoupled communication between publishers and subscribers by com-
municating via middleware. Publishers publish their data in the form of DataSets to the mid-
dleware and subscribers fetch the DataSets they are interested in. As a result, a publisher
does not need to know whether and how many subscribers are using the data it sends.

A typical use case for PubSub is publishing data that is of interest to a large number of recip-
ients. Since no one to one connection setup is necessary between publisher and subscriber,
the load on the publisher remains independent of the number of interested subscribers.

[ PuinsherJ [ Publisher}

Publisher

Publisher

O - [ DataSet Type A [
DataSet Type A DataSetType B DataSet Type C O DataSet Type C
MIDDLEWARE
<@ll» DataSetT B
(@RS @ powsetTypen e

[ ostasettypec
|:| DataSet Type C

(e

Figure from OPC Foundation — Part 14

Overview
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PubSub configuration components
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! ]
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Figure from OPC Foundation — Part 14

The PublishSubscribe component can contain several PubSubConnections, on which any num-
ber of publishers and subscribers can be configured.

A Publisher includes the components WriterGroup, DataSetWriter and PublishedDataSet.

PublishedDataSet contain the metadata (DataSetMetaData) that define the content and data
retrieval for a DataSet.

DataSetWriter are grouped into WriterGroups and the DataSetMessages of the
DataSetWriters in a WriterGroup are written together into a NetworkMessage.

Groups are used to set common parameters, such as parameters for creating DataSet mes-
sages that are identical within a NetworkMessage.

A DataSetMessage in turn contains header information and the encoded data for a DataSet.

A Subscriber analogously comprises the components ReaderGroup, DataSetReader and Sub-
scribedDataSet.

DataSetReader define filters to pick out from received messages those that are of importance
to the subscriber.

153



Controller: OPC UA PubSub

Overview

OPC UA UDP and multicast communication
UADP is based on UDP-based transport layer mapping.

Furthermore, IP-based multicast communication is used to realize a targeted M:N com-
munication relationship.

Unicast Broadcast Multicast
O o O

O o @
.\O o O
o o o

O o O

In contrast to broadcasting, where only one broadcast address is used to reach all subscribers
of a local network, multicast communication has a number of multicast addresses.

In principle, a special IP range is provided for this, which is between 224.0.0.0 and
239.255.255.255.

The IP range 224.0.0.0 to 224.0.0.255 is reserved for routing and maintenance protocols.
For the OPC UA PubSub Discovery, the IP address 224.0.2.14 is specified.

The IP range 239.0.0.0 - 239.255.255.255 is provided for the actual application-specific data
communication. The default port for the UADP is 4840 (analogous to the TCP/IP based OPC
UA client/server communication).

Broadcast addresses (refers to IPv4; with IPv6, broadcasting is also realized via multicast
addresses) are not forwarded by routers, whereas multicast addresses can be forwarded, but
this depends on the router and its routing configuration.

Broadcast as well as multicast is mainly operated via UDP protocol.

With broadcast communication, all hosts receive the broadcast messages by default; with mul-
ticast communication, on the other hand, a configuration is necessary so that multicast mes-
sages can be received.
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All hosts configured for a specific multicast address are part of a multicast group for that
address. The number of hosts within a group is not limited. A host can communicate on mul-
tiple multicast groups. A host can send multicast datagrams even if there are no receivers in
the specific group.

.—
— —

\ Multicast Group

e o
T~

> @

In the context of multicast routing, multicast receivers must make themselves known so that
the multicast routing protocol can identify the path.

In multicast routing, receivers must register with their local router by sending what is called
an IGMP membership message. This message is sent to the router, which then uses it to cre-
ate and maintain the multicast distribution structure.

The IGMP membership message contains the multicast address that the recipient wants to
receive, as well as its own IP address. Based on this information, the router can then identify
the optimal path to the sender and send multicast data to the receiver.

When a receiver unsubscribes or is no longer interested in the multicast group, it sends an
IGMP leave message to signal its departure. The router can then update the multicast dis-
tribution structure to ensure that data is sent only to those receivers that are still interested
in the group.

Specifically, for a switch/router to support multicast UDP efficiently, it must have several fea-

tures and properties:

* multicast support: the switch must support multicast and be able to receive, process, and
distribute multicast data.

* IGMP snooping: The switch must support IGMP snooping to process IGMP membership
messages. IGMP snooping allows the switch to forward multicast data only to the ports
that have receivers connected for a specific multicast group.

* Multicast routing protocols: The switch must be able to support multicast routing pro-
tocols such as PIM-SM, PIM-DM, or DVMRP to control and optimize multicast distribution
in the network.

e VLAN support: The switch must provide VLAN support to isolate and control traffic from
different multicast groups.

e Bandwidth management: the switch must be able to effectively manage the bandwidth for
multicast data to ensure optimal network performance.

* Multicast filtering: The switch must be able to filter multicast data based on IP addresses
and port numbers to optimize and control network traffic.
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Overall, the switch must be able to effectively process and distribute multicast data to ensure
that multicast transmission on the network is effective and smooth.

Without IGMP support, a switch/router would distribute all multicast traffic to all ports, which
can result in a high traffic load. Depending on the context, this can be problematic for heavy
traffic and large networks, or it can be unproblematic in a small local network (same subnet).
In general, it can be stated that in large networks any unwanted traffic should be avoided, as
it would otherwise unnecessarily burden the participants.

In addition, without IGMP the receiver is responsible for filtering the received data inde-
pendently.
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Lenze Controller OPC UA PubSub

Features and capabilities

The Lenze OPC UA PubSub on the controller supports the following service capabilities. The
individually listed capabilities have the limit named here. Depending on the combination and
utilization of these capabilities, as well as the utilization of the CPU due to the PLC application
and other processes on the controller, the controller may reach its performance limit.

This must be considered during project engineering.

PubSub Feature / Capabilitiyl) c430 c520, c550

Data Access Simple / primitive Server Variable Nodes from PLCopen and
User Information model

Quality None Realtime

protocols UADP

Routing schemes Unicast and Multicast

Security Not supported

Sum of Maximum number of connections 2 4

Sum of Maximum number of WriterGroups 4 8

Sum of Maximum number of ReaderGroups 4 8

Sum of Maximum number of Writers 8 16

Sum of Maximum number of Readers 8 16

Sum of Maximum number of datasets?) 8 16

Minimum publishing interval 100 ms 50 ms

Maximum NetworkMessage size3) 1400 byte 1400 byte

1) For the OPC UA PubSub functionality a Lenze Licence is needed.The activation of OPC UA licence packages can be

done via the Lenze Licence Manager.

2) There is no limitation of the number of nodes in a DataSet. Just the NetworkMessage size limits the payload.
3) Maximum NetworkMessage size for all variable values of a WriterGroup or ReaderGroup
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PubSub function activation

The OPC UA PubSub function must first be switched on via parameter 0x247B:001 "PubSub
activation" = 1:Enabled. For a permanent activation after power on the parameter set on the
device has to be stored.

For the PubSub function to become active, the OPC UA Server must be restarted via para-
meter 0x2470:001, or a reboot of the Controller is needed. After this the PubSub function gets
access to the OPC UA Server on the device and can be configured via the Server information
model.

For the PubSub configuration a configuration file is needed on the SD card of the controller.
The file format is standardized by the OPC Foundation.

The configuration (and the generation of the configuration file) can be done for instance with
the UAExpert V1.7 or higher.

For the OPC UA PubSub functionality a Lenze Licence is needed. The activation of OPC UA
licence packages can be done via the Lenze Licence Manager.

In some cases, a restart of the PubSub function for proper communication is
@ required via Parameter 0x2470:001. This is necessary to ensure conditions for cor-
rect operation.
e After an Ethernet network initialization at the later runtime of the controller (e.g.
if the Ethernet-Link is not available after reboot).

Configuration Authorization

If the User Management of the device is activated, a permission to configure OPC UA PubSub
is needed. This permission can be granted by the “Access Rights” and “Users and Groups” of
the device. A predefined PubSub group is authorized to configure the functionality by default.
Users can be added to this group.

il Device x >
Users and Groups  AccessRights  SymbolRights  § Licensed Software Metrics %= IEC Objects TaskDeployment Status @) Information

5] | Device user: Admin

Synchronized mode: All changes are immediately downloaded to the device.

Objects Rights
= 3 Runtime objects ~ Add/Remove Modify View Execute
= % Device Administrator
CodeMeter Anonymous_OPC...
Logger Developer
=% Pldogic EasyUi
=% Application Engineering
__C-ModuleIntegrati PubSub &+
_ SymbolSets Service
__Backup&Restore Watch
Pleshell
=% RemoteConnections
Easylilnterface
EngineeringInterface
OpcUaPubSub
OpcUaserver
Settings
=% UserManagement
Access Rights
#- % Groups
Users
#. % X509 v
< >
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Data Access Authorization

The OPC UA PubSub functionality requires data access to the variables, which should be com-
municated.

In case of data access to the PLC, the IEC variables must be enabled for OPC UA com-
munication via the symbol configuration.

If the User Management of the device is activated, a permission for this data access is needed.
The OPC UA PubSub functionality itself connects to this data source as an "anonymous user".

Thus, only IEC variables can be accessed which are granted to an "anonymous user".

In case of a Publisher read access rights for the "anonymous user" are required for the IEC
variable.

In case of a Subscriber write access rights for the "anonymous user" are required for the tar-
get IEC variable.

159



Controller: OPC UA PubSub

Configuration Example with UA Expert

Configuration Example with UA Expert

The configuration can be done with the UAExpert V1.7 or higher.

The Version V1.7 of the UA Expert supports the data set configuration of simple data
@ types (Bool, SByte, Byte, Int16, UInt16, Int32, UInt32, Int64, UInt64, Float, Double,

String, DateTime, ByteString). All other data types (enums, complex data types and

structures) are currently not supported.

The use case in this example is to setup one Lenze Controller as an OPC UA Publisher and
another Lenze Controller as an OPC UA Subscriber. Both Controller are connected to an Eth-

ernet switch.

For this use case the PLC applications for the Publisher and Subscriber are presented in the fol-
lowing figure. The Publisher and Subscriber IEC variables are enabled for OPC UA com-
munication via the symbol configuration.

The PubSub functionality is activated and a OPC UA Lenze Licence is configured (PubSub func-

tion activation).

BEE & v > & B@ XA

Devices v 3 X

File Edit View Project Build Online Debug Tools Window Help

- I |

[5] Pc_pubisher x

=) OpclaPubSubC2C -
=[]l Device (Controller c550)
=0 pLC Logic
= € Application
(i Library Manager
[£] PLc_Publisher (PRG)
™8 symbol Configuration
= (B Task Configuration
=& MainTask
&) pLC_Publisher
[T ParameterEditor (Parameter Editor)
[CJ] FAST_system_Configuration (FAST System Configuration)
[CJ] FAST_system_Diagnosis (FAST System Diagnosis)
Jl- Coupler_I_O_moduls (Coupler I/0 moduls)
a8 AxesGroups
3 Virtuslaxes
=& OPC_UA (OPC UA Connectivity)
"% UA_Server (OPC UA Server)
= [l [pevice_1 (Controller c430) |
=20 pLC Logic
=} Application
(i Library Manager

Symbol Configuration
= {2 Task Configuration
=g MainTask
) pLc_Subscriber
E ParameterEditor (Parameter Editor)
[T3] FaST_system_Configuration (FAST System Configuration)
[T3] FaST_System_piagnosis (FAST System Diagnosis)
2 AxesGroups
3 virtualaxes
=& OPC_UA (OPC UA Connectivity)
"% UA_Server (OPC UA Server)

PROGRAM PLC_Publisher

=] 2 VAR

iVarPub : INT;
4 END_VAR

E] PLC_Subscriber X

iVarSub : INT:

END_VAR

5 Devices | Pous

Lastbuild: © 0 ® 0

<
Precompile \/

&

=
1 iVarPub := iVarPub +1;

1 PROGRAM PLC_Subscriber
2 VAR

Project user: (nobody)

[ ]

100 ‘@-7

&

100 ‘@7

o &
>
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The following configuration steps are necessary for the PubSub example in UAExpert:

1. Connect to both OPC UA Servers (Publisher device and Subscriber device) with
an authorized user token.
2. Add the "PubSub Config View" via the "Document" menu.

8 x| Pubsub Config View [

S Configurations. + 0@ Bz

e Controller OPC UA Server@c550-000s86b335a © security

roller OPC UA Server@cd30-00058581768d v 3 UDP Mutticast

@ < Add UDP Mutticast Group >
PubSub Config View. © UDP Unicast

© mart

- 1«
- -

ol
) Lenze Controllr OPC UA Server@cS50-0a86b335fa

Addess Space 8 x

NNNNN kview

3. Add an "UDP Multicast Group".
This is the PubSub Connection e.g. "UDP 239.0.0.1 Port 4840".

4. Addan "UA Application" to the "UDP Multicast Group" and select the Lenze
OPC UA Server which should publish data (Device c550).

5. Add a "DataSet Writer".
The variable to be published can be added to the "Published DataSet" from the
Server information model by drag and drop.

les OPC UA Server@c550-00s866335fa
ler OPC UA Server@e430-00028681768d

7. Apply the configuration.

8. Add an additional "UA Application" and select the Lenze OPC UA Server which
should subscribe data (Device_1 c430).

9. Add a "DataSet Reader" and select the template from the applied DataSet
Writer.
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10. The target variable can be added to the "Subscribed DataSet" from the Server
information model by drag and drop.

prosct & x| Aubsib Canfoven °
v 8 Proea
v B severs 5 Configquatons Itune)
2y Lenze Conroller OPC UA Srver@c550-000ag33sa © Secunty e et <] 3
en ler OPCUA Server@ci30-000SEE81768d | | v utica
s E(Zmen(s op = e :)PU’;DZZ‘};‘D! po it 2 Field Nome Data Type Torget Variable Nodeld Overide|
Pubsub Corfig View 33 Lomae Contraler OPC UA Server@eS50-000u863350a" O WarPub  Intl6  nsedselvarcddd Application PLC.SubscriberVorSub Lost usol{
© Wit
% < Add DataSet Witer>
e Tr % < AdaDtasetRender >
o 2 Lenze Controler OPC UA Server@cs30-000a8561766d"
& Mottt % < Add DataSet Writer >
~ © Ojeats B ) Reader 1
© Alsses % < Add Dataset Reader >
v & Deicsser @ < Add UA Application >
& Devicereatures % < Add UDP Multicst Group >
v & 0 12 uoP unicast
¥ & Resources © varr
v & Applcstion
 DeviceManual
 DeviceReviion
) GlobalVers
@ HordwarcReviion
@ Monufecturer
 Model
v & Programs
va
o
Y Neterk v o] [ conn
& Tosks.

11. Apply the configuration.
12. Download the configurations to both OPC UA Server on the devices.

froject 8 X Pubsub Confg View ]
8 Pojea
v [ Senvers © Configurations. || E0@BEE
R Lenae Contrller OPC UA Sererc350-O0tati3sie © securt 23 Lenze Controllr OPC UA Server®cd30-0058581 684" CRERE
.8 NEECTRE e |~ & @ Uob 39001 Port bt | ez Controter oPC U serveresso-000agsb33sta® LR
13 PubSb Confg View 2 Lenze Controller OPC UA Server@e550-00038653350s"
B wrtert
# <AddDatssern
— EE @ < Add Dtaset R
o z ¥ 2 Lenze Control «@cs30-000ugseTeRd"
Lol 4 < Add DataSet Writer >
S Root - Reade1
© Objects @ < Add Daaset Reader>
% <Acd UA Appiicatin >
S views @ <Add UDP Multicest Group >
) UDP nicast
& mar
Netuork v

13. The publisher starts publishing the variable directly and the subscriber receives
it. The configuration is stored persistent on the SD Card of the devices.
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PubSubConnection

e A PubSubConnection is a combination of protocol selection, protocol settings and address-
ing information. It describes for example a UDP Multicast Group, e.g. "UDP 239.0.0.1 Port
4840"

* The most interesting parameters are the "Publisher Id", "Transport Facet" and the "Net-
work Address" used by the connection.

e The Publisher to Subscriber relations and Subscriber to Publisher relations are displayed
here in an overview.

8x n

OPC UA Server@ess0-00086b3351a
UA Server@c430-000a8661768d

UA Serer0css0000sesb33te
OPC UA Sever0 4200000260176 |
UA Sever@0-000s251724

UA Server@css0-000a86b33sta
UA Server@ct30-000286817684 |
OPC UA Server@c550-000086b335fa

WriterGroup

* In a PubSubConnection multiple WriterGroups can exists.

* WriterGroup parameters are necessary for creating a NetworkMessage.

e The "Writer Group ID" parameter identifies the WriterGroup uniquely in the PubSub Con-
nection.

e The "Publishing Interval" parameter defines the cycle time in milliseconds to publish the
configured DataSets.
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B DataSet Writer Settings ? X

Writer Group DataSet Writer

Group selection

Available Groups | WriterGroup_1 | 100ms | UADP-Dynamic + |

Add new Group

General

Name | WriterGroup_1 |
Enabled ™

Security Mode None v
Max Network Message Size | 1400 E"
Writer Group ID 1 B
Publishing Interval | 100,00 B
Keep Alive Time [ 1000,00 B
Header Layout UADP-Dynamic v

[] expert Mode
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DataSetWriter

The DataSetWriter is linked to one PublishedDataSet.

* The "DataSet Writer ID" is used to select DataSetMessages for a PublishedDataSet on the
Subscriber side.

B DataSet Writer Settings ?

Writer Group DataSet Writer

General
Name I Writer_1 ‘
Enabled

DataSet Writer ID |1

4r

[] Expert Mode

o[ e

PublishedDataSet

* A PublishedDataSet defines the variables and metadata to be published.

* It can be setup by dragging and dropping variables from the AddressSpace View of the cor-
responding OPC UA Server.

PubSub Config View )
© Configurations Published Dataset
O security o [writer_1 WriterGroup_1 | 100ms | UADP-Dynam ~ | 4, [+
v (2 UDP Multicast n " -
=
< @ UDP 23900, Port 4640 Field Name  Date Type Publ.shedVan;:leNodelé o
v ) Lenze Controller OPC UA Server@c550-000a8... 0 iVarPub Int15 LCP ub
> Writer_1

& < Add DataSet Writer >
@ < Add DataSet Reader >
v Lenze Controller OPC UA Server@c430-00028...
& < Add DataSet Writer >
=3 Reader_1
4 < Add DataSet Reader >
& < Add UA Application >
4 < Add UDP Multicast Group >
v (22 UDP Unicast
& < Add UDP Port >
v @ mart
& < Add MQTT Broker >
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ReaderGroup

* |n a PubSubConnection multiple ReaderGroups can exists.
* The ReaderGroup is used to group a list of DataSetReaders. It is not symmetric to a Writer-
Group and it is not related to a particular NetworkMessage. The NetworkMessage related

filter settings are on the DataSetReaders.

B DataSet Reader Settings ? X

DataSet Reader Reader Group

General
Name I ReaderGroup_1 I
Enabled

4»

Max Network Message Size | 1400

DataSetReader
e DataSetReader parameters represent settings for filtering of received NetworkMessages

and DataSetMessages.
e A DataSetReader can be assigned directly to an existing DataSetWriter at creation (sets cor-

rect WriterGroup ID and Publisher ID).
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B DataSet Reader Settings ? X
DataSet Reader Reader Group
General
Name |Reader_l
Enabled
Publisher 1D Ulnté4 v | 1
WriterGroup ID 1 =
DataSet Writer ID 1 o
Security Mode None v
Message Receive Timeout | 400,00 =
[] Expert Mode Add Transport Settings
coce

SubscribedDataSet

e SubscribedDataSet parameters define the processing of the decoded DataSet in the Sub-
scriber for one DataSetReader.

* It can be setup by drag & drop or manually target variables from the AddressSpace View of
the corresponding OPC UA Server.

e An override method can be selected for each field (Last usable value or defined override
value).

PubSub Config View Q

[ Configurations DataSet subscribed from [ Lenze Controller OPC UA Server @c550-000a86b335fa ] [ Writer_1]

D security o |[Reader_1 Target Variables v |4, 2

v ? gpu";:';‘;;;‘m vort 460 # Fid Name Dato Type TorgetVaribe Nodeld ‘ o
v @ Lenze Controller OPC UA Server@c550-000a86... 0 NaiPub  Int16 ts=lvarl PLC Subscriber.VarSub La
B> Writer_1
< Add DataSet Writer >
& < Add DataSet Reader >
v Lenze Controller OPC UA Server@c430-000a86...
4 < Add DataSet Writer >
=] Reader_1
4 < Add DataSet Reader >
4 < Add UA Application >
4 < Add UDP Multicast Group >
v () UDP Unicast
4 < Add UDP Port >
v @ mart
& < Add MQTT Broker >

167



© 2023-12-13 - 2.0 - www.Lenze.com mnze


http://www.lenze.com/

	About this documentation
	Conventions used

	System
	OPC UA Standard
	Use cases
	Transport
	Security
	Information access
	Information Modeling and Companion Specifications
	Lenze system overview
	Lenze licenses

	Mapping Editor
	Overview
	Mapping Editor use cases and general workflow
	Mapping Editor main screen overview
	Mapping Editor Engineering Access Rights

	Setup Mapping Editor in the »PLC Designer«
	Add Mapping Editor for user information model
	User model settings
	Select base models
	Import existing user model
	Export user model
	Namespace overview

	Create OPC UA information model
	Add / Edit / Delete Instances
	Add Instance: Methods
	Add & Edit Instance dialog parameter
	Add / Delete Event Notifier
	Add Event Notifier dialog

	Select data source
	Data source symbol configuration
	Setup of symbol configuration
	Variables
	Function blocks
	Methods (UA specific function block)
	Applications, Programs and Co

	Map data source to OPC UA
	General mapping
	Data source symbol configuration
	Mapping of Variables
	Mapping of Methods
	Mapping of Events

	Annex
	Complex Variables and stuctured DataTypes
	Object instance to group simple Variables
	Structured DataType and a simple Variable using the DataType
	Structured DataType and a complex VariableType


	Controller: OPC UA Server
	OPC UA Server on the Lenze Controller
	OPC UA Server profiles and functions
	OPC UA Server Capabilities
	Integrated information models and namespaces
	Lenze OPC UA and customer-specific client connections
	Configuration and Diagnosis
	Generic diagnosis of the Lenze OPC UA Server

	PLC application with OPC UA access
	PLCopen Companion Specification
	Configure PLCopen information model

	Import and map information models
	L_IOSP_OpcUaServer
	Function blocks
	Data Types
	Enumerations
	L_IOSP_MethodCall
	L_IOSP_BaseEventType

	OPC UA Security
	Device user management
	Certificate handling
	Commissioning and device exchange with user management and certificates
	Forced Security

	OPC UA licenses

	Controller: OPC UA Client
	L_IOCP_OpcUaClient for OPC UA Client communication
	PLC Task for the Client application
	Certificate handling
	Controller Firewall
	Read and Write of multiple items
	Diagnostics

	Overview Function blocks and Data Types
	Function blocks
	Data Types
	Enumerations
	Constants

	Function blocks
	UA_Connect
	UA_Disconnect
	A_NamespaceGetIndexList
	UA_NodeGetHandleList
	UA_NodeReleaseHandleList
	UA_ReadList
	UA_WriteList
	UA_MethodGetHandleList
	UA_MethodReleaseHandleList
	UA_MethodCall

	Data Types
	UAUserIdentityTokenType
	UASessionConnectInfo
	UAIndexRange
	UANodeAdditionalInfo
	UALocalizedText
	UANodeID

	L_IOCP_Variable
	L_IOCP UASessionConnectResultInfo
	L_IOCP_MethodArguments

	Enumerations
	UAUserIdentityToken
	UASecurityMsgMode
	UASecurityPolicy
	UATransportProfile
	UAConnectionStatus
	UAAttributeID
	UAServerState
	UAIdentifierType
	L_IOCP_ErrorID


	Controller: OPC UA PubSub
	Overview
	OPC UA introduction
	PubSub
	PubSub configuration components
	OPC UA UDP and multicast communication

	Lenze Controller OPC UA PubSub
	Features and capabilities
	PubSub function activation
	Configuration Authorization
	Data Access Authorization

	Configuration Example with UA Expert
	PubSubConnection
	WriterGroup
	DataSetWriter
	PublishedDataSet
	ReaderGroup
	DataSetReader
	SubscribedDataSet



